U S. ARMY SI GNAL CENTER AND FORT GORDON
Fort Gordon, Georgia 30905-5180

LESSON PLAN
TI TLE: I ntroduction to Comruni cations Security (COVSEC)
LEARNI NG
OBJECTI VE: Act i on: The student will be able to explain
the basic terns and definitions of
COVSEC.

Condi ti ons: The students will receive classroom
i nstruction.

St andar d: Accept abl e performance is net when
the student can correctly answer
ver bal questions given by the
i nstructor.

SAFETY
CONSI DERATI ONS: There are no safety considerations for this
| esson.
Rl SK
ASSESSIVENT: Low.
RESOURCE
NEEDS/
REFERENCES: Overhead Projector, Slides 1-12, AR 380-5, AR 380-
40, and AR 380-41.
METHOD OF
| NSTRUCTI ON: Conf er ence.
TI ME: 1 Hour
NOTES TO
| NSTRUCTOR:
1. Explain to students that notes witten during

class WLL NOT | eave the buil ding.
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| NTRODUCTI ON:
1
2.
3.
4.

3M

BODY:

1.

2.

2. Any notes witten during the COVSEC bl ock of
instruction will be collected by the
instructor at the end of each day and
returned to the students for the next class.

3. Al COVBEC notes will be collected from each
student and destroyed either upon conpletion
of the witten exam or when a student |eaves
the course for any reason.

VWhenever “private” or "personal in nature"
information is passed on fromone individual to
anot her, measures are often taken to ensure that
information is provided only to those persons
intended to obtain it.

Large corporations also go to great extrenmes to
prevent industrial espionage, the stealing of
i ndustrial secrets, from occurring.

In mlitary communi cations, the need to prevent

t he eneny or unaut horized personnel from obtaining
information is also of extrene inportance. The
termfor these preventive neasures is

Commruni cations Security (COVSEC).

At the conclusion of this | esson, you wll be
famliar with various terns and definitions used
in practicing COVSEC.

Pr ef ace.

a. During this lesson, you will be taught the
basi cs of how the Arny and the TRI -TAC famly
of switches secure their conmunications
t hrough the use of encryption and decryption
devi ces.

NOTE: Show Slide 1.

Terns and definitions.

a. COVBEC.
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(1)

(2)

(3)

(4)

The protection resulting from al
measur es designed to deny unauthorized
persons information of value, relating
to the national security, which m ght be
derived fromthe possession and study of
t el ecommuni cations and to ensure the
authenticity of such communi cati ons.
COVBEC i ncl udes cryptosecurity, em ssion
security, transm ssion security, and
physi cal security of COVBEC material and
i nformati on.

(a) Information - know edge that can be
communi cated by any neans.

(b) National Security - the national
defense and foreign rel ati ons of
the United States.

Equi prrent - often throughout the

remai nder of your career in the signal
corps, the term COVSEC will be used to
refer not to the "act" of communication
security, but to the equipnent used to
provi de for that security.

(a) A KY-68 digital subscriber voice
term nal (DSVT) tel ephone will be
referred to as a COVBEC phone.

(b) Various pieces of equipnent used to
provi de comruni cation security wll
be referred to as COVSEC devi ces.

There are two basic types of COVSEC,
physi cal and equi pnent oriented.

(a) Physically-oriented COVSEC.

1. This form of COMBEC invol ves
t he physical security of the
transm ssi on path over which
the intelligence is being
transmtted.

2. Various cable systens and
subscri bers may be determ ned
to be or classmarked "secure”
even though the equi pnent they
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NOTE: Show Sl i de 2.

3.

I

are using is not a COVSEC
devi ce.

In this type of application,

t he phone nust be | ocated
inside a secure area. The

i ne between the phone and any
type of junction box, and the
cable to the switch nust be
guarded by an arned roving
guar d.

The major problemwith this
type of communi cation security
is the possibility of human
error.

(b) Equi pnent oriented COVSEC.

[ =

1N

W

I

b. Conpr om se.

For the nost part, this is the
"meat" of the term COVSEC.
Thi s equi pnmrent makes up the
group of devices that perform
all of the encryption and
decryption services for the
TRI - TAC subscri bers.

The equi pnment provides for the
COVBEC. The operator or
subscri ber does not have to
ensure that the cables and

I ines are physically guarded.
The various devices that you
have been introduced to at the
begi nning of the course wll
be expl ai ned i n-depth during
this portion of the course.

The disclosure of classified information
to persons not authorized access

t her et o.

C. Cl assified i nformati on.

(1) Information or material that is owned
by, produced for or by. or under control
of the US Governnent.

150- 74G10/ C01- LP1 4



NOTE:

NOTE:

15M
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(2) Information or material that is
determ ned to require protection against
unaut hori zed di scl osure and so
desi gnat ed.

Material - any product or substance
on, or in which, information is
enbodi ed.

Classification authority.

The authority vested in an official of
t he Departnent of Defense (DOD) to nake
an initial determ nation that
informati on requires protection against
unaut hori zed disclosure in the interest
of national security.

Show Sl i de 3.
Security classification designations.

Information or material that has been
determ ned to require protection against
unaut hori zed disclosure in the interest
of national security shall be classified
in one of three designations: TOP
SECRET, SECRET, or CONFI DENTI AL.

Show Sl i de 4.
(1) TOP SECRET.

(a) Applied only to information or
mat eri al the unauthorized
di scl osure of which could be
exceptionally grave danage to the
national security.

(b) Exanples of exceptionally grave
damage:

[ =

Armed hostilities against the
US or its allies.

Di sruption of foreign
relations vitally affecting

t he national security.

IS



W

The conprom se of vita

nati onal defense plans or
conpl ex cryptologic (manner in
whi ch characters are
substituted or transposed into
code) and communi cati ons
intelligence systens.

The revealing of sensitive
intelligence operations and

t he disclosure of scientific
or technol ogi cal devel opnents
vital to national security.

I

NOTE: Show Sl i de 5.

(2) SECRET.

(a)

(b)

Applied only to information or

mat eri al the unauthorized

di scl osure of which could be
expected to cause serious damage to
the national security.

Exanpl es of serious danmage.

1. Di sruption of foreign
relations significantly
affecting the nationa
security.

Significant inpairment of a
programor policy directly
related to the national
security.

The di scl osure of significant
mlitary plans or intelligence
operations or the conprom se
of said plans or operations.
The conprom se of significant
scientific or technol ogi cal
devel opnments relating to
national security.

1N

W

I

NOTE: Show Sli de 6.

(3) CONFI DENTI AL.

(a)

150- 74G10/ C01- LP1

Applied only to information or
mat eri al the unauthorized
di scl osure of which reasonably

6



(b)

coul d be expected to cause damage
to the national security.

Exanpl es of identifiable damage.

1. Conprom se of information that
i ndi cates the strength of
ground, air, and naval forces
in the US and overseas areas.

2. Di scl osure of technical
i nformati on used for training,
mai nt enance, and inspection of
classified equi pnent.

3. The reveal i ng of perfornmance

characteristics, test data,
desi gn, and production data on
equi pnent .

(4) The markings FOR OFFI CI AL USE ONLY and
LI M TED OFFI CI AL USE shall not be used
to identify classified information.

NOTE: Show Slide 7.

f. Classification authority.

The authority vested in an official of
DOD to make an initial determ nation

t hat

information requires protection

agai nst unaut hori zed di sclosure in the
interest of national security.

(a)

(b)

150- 74G10/ C01- LP1

Oiginal classification authority.

Aut hority for original
classification of information as
TOP SECRET, SECRET, or CONFI DENTI AL
may be exercised only by the
Secretary of Defense, the
Secretaries of the Mlitary
Departnents, and by officials to
whom such authority is specifically
del egat ed.

Del egated cl assification authority.

1. Original TOP SECRET
classification authority can



NOTE:

(1)

(2)
(a)

(b)

h. Cust odi an.

An i ndi vi dual

Conpi | ati on of

Extracts of

only be del egated by those
per sons who have origi na
SECRET cl assification
authority.

Original SECRET and

CONFI DENTI AL cl assification
authority can only be

del egated by those persons who
have origi nal TOP SECRET
classification authority.

TOP

IS

Show Sl i de 8.

Cl assi fication guidelines.

i nf ormati on.

Certain unclassified i nformati on
when combi ned or associated wth

ot her unclassified information may
provi de an additional factor that
woul d warrant the classification of
t he conbi ned i nformati on.

i nf ormati on.

I nformation extracted froma

cl assified source shall be
derivatively classified or not
classified in accordance with the
cl assification markings shown in
t he source.

I f internal markings of the source
of information (paragraph e) are
not adequately marked, the
extracted information shall be
classified according to the overal
mar ki ng of the entire source.

who has possession of or

is otherw se charged with the
responsi bility for safeguarding or
accounting for classified information.

i Decl assi fi

150- 74G10/ C01- LP1
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NOTE:
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(1)

(2)

The determ nation that classified
information no | onger requires, in the
interest of national security, any
degree of protection against

unaut hori zed di scl osure.

The renoval or cancellation of the
classification designation would be nmade
to the declassified information.

Up/ Down gradi ng of classification.

A determ nation that certain classified
information requires, in the interest of
national security, a higher or |ower
degree of protection against

unaut hori zed di scl osure than currently
provi ded, together with the changi ng of
the classification designation to
reflect such higher or |ower degree.

Docunent .

(1)

Any recorded information regardl ess of
its physical formor characteristics
including without limtation.

(2) Witten or printed matter, data
processi ng cards and tapes, nmaps,
charts, paintings, draw ngs, engravings,
sket ches, working notes and papers,
reproductions of such things by any
means or process, and sound, voice,
magneti c or electronic recordings in any
form

Show Slide 9.

Controll ed cryptographic itens (CCl).

(1)

(2)

(3)

A secure tel econmunications or

i nformati on handling equi prent ancillary
devi ce, or associated cryptographic
conponent, which is unclassified but
controll ed.

Equi prrent and conponents, so desi gnated,
bears the designator "Controlled
Cryptographic Item or "CC"

| f the device, such as a KYK-13 is

| abeled "CCl", that only applies if it

9



QUESTI ONS:
35M
3. Appli
a.

contai ns NO keys. Wenever | oaded with
keys, the device "assunmes" the
classification of the keys wthin.

The term COVSEC refers only to equi pnment used
to prevent unauthorized persons from
obtaining information of value, true or

fal se? (ANS. Fal se, applies to any neasure
taken to protect information.)

How many | evel s of classification are there?
(ANS: Three; Top Secret, Secret,
Confidential.)

An item of COVSBEC | abel ed CClI never has a

| evel of classification applied to it, true
or false? (ANS:. Fal se, when | oaded with a
key, it carries the level of classification
as the key it contains.)

cation to AN TYC- 39A
Overvi ew.

(1) Arny regulations state that if
classified material is to be passed over
a transm ssion systemit nust be coded,
encrypted, or the circuits nust be
physically protected from conprom se.

(2) Protection systenms nmust neet the
standards specified by the National
COVBEC and Emanation Security | nsurance
System

(3) Cryptographic systens nust be approved
by the Director, National Security
Agency (NSA).

NOTE: Show Sl i de 10.

b.

150- 74G10/ C01- LP1

Terns and definitions.

(1) Plaintext - traffic on a circuit that
i's non-encrypted (not encoded).

(2) Cipher text - traffic on a circuit that
has been encrypted (encoded).

10



NOTE:

45M

NOTE:

(3) Key or key stream- a randombit pattern
of 128 bits used to encode traffic on a
circuit.

In the past, many tel ecomrunications

per sonnel have used the term"variable" to
indicate an electronic key. It is now
preferred that the termvariable no | onger be
used and the term "key" be used excl usively.

(4) Cypto key - a streamof bits that
controls the pattern of the key stream

(5 Red (traffic) - refers to a circuit on
which the traffic has not been encrypted
or encoded.

(6) Black (traffic) - refers to a circuit on
which the traffic has been encrypted or
encoded.

Show Slide 11.

4. Em ssion security.

a.

150- 74G10/ C01- LP1

Em ssion security is that conponent of COVSEC
which is concerned with any neasures taken to
deny unaut hori zed persons infornmation of

val ue that m ght be derived fromthe

i nterception and anal ysis of conprom sing
emanat i ons.

Conprom sing emanations - unintentionally
transmtted data related, or intelligence-
beari ng signals.

(1) A conprom sing emanation exi sts when
el ectromagnetic energy is
unintentionally emtted from equi pnent
that is processing classified
i nformati on.

(2) The radiation itself can be intercepted
and anal yzed, causing classified
information to be exposed and recovered
by the wrong peopl e.

TEMPEST - a termoften used as a synonymin
pl ace of conprom sing enmanati ons.

11



NOTE:
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TEMPEST prevention in joint tactical
communi cations (TR -TAC) sw t chi ng.

Show Slide 12.

(1)

(2)

(3)

(4)

By now you may have noticed that the

AN/ TYC- 39A has a uni que gasket
surrounding the port hole in the shelter
door, as well as, the shelter door
itsel f.

(a) These are special purpose gaskets
call ed el ectromagnetic interference
(EM ) gaskets.

(b) EM has an appearance of woven
nmetallic fibers that are designed
to retard el ectronmagnetic
emanat i ons.

The energency exit, battery exhaust vent
and personnel confort fan vent openi ngs
are protected by a "honeyconbed" screen.
These "honeyconbed" openings are

desi gned so that the hexagonal shape and
the volune are conbined to create a
resonate cavity which absorbs the

el ectromagneti c emanati ons which are
constantly being created within the

swi tch.

All of these devices are designed to
keep the em ssions created during nornma
operation of the switch "inside" the
switch and away fromthe ears of the
eneny.

Sources of conprom sing emanati ons
within the switch.

(a) Visual display termnal (VDT)
keyboar d.

(b) DFDD.

(c) Line printer unit (LPU)

(d) Normal digital traffic in plain-
t ext node.

To ensure that classified information is not
conprom sed by the unauthorized interception
of emanations frominformation processing
equi pnent, the switch operator nust ensure

12



that the protective devices designed into the
swi tches can performtheir functions by

repl aci ng worn gaskets and keepi ng the door

cl osed when processing traffic.

QUESTI ONS: Define EM. (ANS: Electromagnetic

55M

SUMVARY

1H

interference.)

What termis often used in place of em ssion
security? (ANS: TEMPEST.)

Nane three devices inside the switch that
produce conprom sing emanations. (ANS. VDT
keyboard, DFDD, LPU, or normal digital
traffic in plain test.)

NOTE: Show Slide 10. Use for review questions if

time permts.

During this |l esson, you were introduced to COVSEC,
classification procedures, and a few of the
commonly used terms. You were showed a sinplified
version of how voice/data traffic is encrypted and
decrypted. You were introduced the concept of
TEMPEST hazards and how to prevent them These
principles will be applicable throughout your

car eer.

END

Thi s docunent supports Task Nunber 113-603-3205.
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S. ARMY S| GNAL CENTER AND FORT GORDON
Fort Gordon, Georgia 30905-5180

LESSON PLAN

TI TLE: Functional Analysis of COVSEC Equi pnent
LEARNI NG
OBJECTI VES: Act i on: The student will describe the
general purposes and identify
common nanes of the COMSEC
equi pnment used in AN TYC-39A switch
appl i cations.
Condi ti ons: The student will be given:
CONFI DENTI AL manual s FM 24-27A and
KAO 193A/ TSEC, FOUO TMs 11-5810-
258-12, 11-5810-256-0P-5, 11-5810-
292-13&P, 11-5810-309-10, 11-5810-
323-12, 11-5810-326-13, 11-5810-
329-10, 11-5810-330-13, 11-5810-
331-13, and 11-5810-381-10; and
practical exercise.
St andar d: Accept abl e performance i s achieved
when the student correctly answers
14 out of 20 questi ons.
SAFETY
CONSI DERATI ONS: There are no safety considerations for this
| esson.
RI SK
ASSESSIVENT: Low.
RESOURCE
NEEDS/
REFERENCES.: CONFI DENTI AL manual s FM 24-27A and KAO 193A/ TSEC,
FOUO TMs 11-5810-258-12, 11-5810-256-0P-5, 11-
5810-292- 13&P, 11-5810-309-10, 11-5810-323-12, 11-
5810- 326- 13, 11-5810-329-10, 11-5810-330-13, 11-
5810-331-13, 11-5810-381-10; practical exercise,
overhead projector, and slides 1-15.
METHODS OF
| NSTRUCTI ON: Conference, Practical Exercise.
150- 74G10/ CO1- LP2 1 APPROVAL DATE: 24 NOV 97

DEVELOPER: SFC CARTAGENA

DIV. CHIEFzgxngg_gijggbgh,J




Tl ME:

4 Hours

NOTES TO | NSTRUCTOR:

| NTRODUCTI ON:
El apsed 1.
Ti me
2.
3M
BODY:
1

The bl ank practical exercise (PE) is not
classified; however, when the student conpletes
any portion of the PE, the PE is considered
CONFI DENTI AL.

As described in the previous | esson, the basic
pur pose of COVSEC equi pnent is to deny vital
intelligence to the eneny.

During this lesson we will identify the equi pnent
used in the nessage switch, applications in joint
tactical conmunications (TRl -TAC) and NMSE
networks. W will discuss the operations and
functions of this equipnment. The know edge you
obtain fromthis |lesson wll assist you in the
future when interfacing with other systens using
sone of the sane type of equipnent.

COVBEC capabilities — TRI - TAC

a. COVBEC provi des for encrypted secure
comrmuni cations for voice and data traffic
bet ween subscribers with conpati bl e equi pnent

Vi a
(1) Loops.
(2) Trunks.

(3) Engineer orderwire (EOW.

b. In M5 applications COVSEC equi pnent provides
for generating, assigning, distributing, and
verifying of keys used in a secure network.
The switch processor controls el ectronic key
generation and transfer. Keys may al so be
transferred through manual control of the
oper at or.

C. The COVBEC equi pnent ensures that only
properly | oaded keys and progranmed

150- 74G10/ C01- LP2 2



NOTE:

QUESTI ON:

8M

instrunents can access the secure network
capabilities.

COVBEC equi pnent provi des for
encryption/ decryption of keys.

TRI-TACis in a transitional state of using
the termkey instead of "variable". Sone
references will still use but the term key
shoul d be possi bl e.

Besi des subscri ber | oops and trunks, for what
el se does the COVSEC equi pnent in the circuit
swi tch provide encryption/decryption
capabilities? (ANS: EOW)

2. COVBEC equi pnent functional description.

NOTE:

NOTE:

150- 74G10/ C01- LP2

Refer to TM 11-5810-292-13 (FOUO) and KAG
193A/ TSEC (O).

Fill devices: CGeneral purpose tape reader,

KO - 18/ TSEC; el ectronic transfer device (ETD)
KYK- 13/ TSEC, and net control device (NCD)
KYX- 15/ TSEC. The devices are controlled
cryptographic itens (CCl).

(1) The purpose of these small, portable
fill devices is to store, transfer,
and/ or receive keys to/from conpati bl e
COVSEC equi prent or fromone fill device
to another. The National Security
Agency (NSA) has directed that a fil
cabl e be connected to the fill device
when transferring a key.

Show Slide 1.
(2) KO -18 tape reader, general purpose.

(a) Battery operated, hand-held device.

(b) Converts eight-level standard paper
and nylar tape to serial electronic
i nformati on.

(c) Loads keys from prepunched tape to
ot her COVBEC equi pnment, KYK-13 or
KYX- 15.

(d) Has no storage capability.

3



NOTE:

NOTE:
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(e)

Tapes are normally generated ahead
of tinme and stored for |ater use.
May be distributed by mail or
courier.

(f) Controls and indicators: explain
| ocations and functions using TM
11-5810- 292- 13, para 2-1.

Show Sli de 2.

(3) KYK-13 - electronic transfer device.

(a) Battery operated, hand or pocket
carried device.

(b) Supplied with lanyard to pl ace
around user's neck to prevent |oss
of device.

(c) Provides for transfer and storage
of up to six keys.

(d) Can transfer keys to KYK-13, KYX-
15, or to other conpatible COVSEC
equi pnent

(e) Can receive keys fromKO -18, KYK-
18, and ot her conpati bl e COVSEC
equi pnent .

(f) Has a witing surface to identify
keys in storage areas.

(g) Controls and indicators: explain
| ocations and functions using TM
11-5810- 292- 13 (FOUO, para 2-2.

Show Sl i de 3.

(4) KYX-15 - net control device.

(a)
(b)

(c)
(d)

(e)

Battery operat ed.

Provides for transfer and storage
of up to 16 keys.

Can transfer keys to KYK-13, KYX-
15, or ot her COVSEC equi pnent.

Can receive keys fromKO -18, KYK-
13, KYX-15, and ot her COVSEC

equi pnent .

Can be used for over-the-air rekey
(OTAR) operation for both
transmtting and receiving keys
from anot her KYX-15 through either
a KY-57 or KY-88.



QUESTI ON:

NOTE:

150- 74G10/ C01- LP2

(f) Has a witing surface to identify
keys in storage areas.

(g) Controls and indicators - explain
| ocati ons and functions using TM
11-5810- 292-13 (FOUO, para 2-3.

VWhich of the fill devices is not capable of
storing keys? (ANS: KO -I|8 tape reader.)

Show Sl i de 4. Refer to TM 11-5810-328-13
(FOUO and KAO 193A/ TSEC (CO).

Interface control unit (ICU HGX-84/TSEC -
CCl .

(1) A signaling buffer unit that provides
interface for status and control between
COVSEC equi pnent and switch processor
via the COVSEC controller. The COVBA
card of the COVBEC controller is
primarily used for the HGX-84. These
i nterfaces include:

Cl ock signals.

Status request and reports.
Error signals.

Control (command) signals.
Al arm si gnal s.

NSNS
DO O T
— N

Rack overtenp condition.

| ndi cat or device alarm
Crcuit breaker operation to
detect alarm conditions.

XN

(2) Redundant configuration - One HGX- 84
operates in on-line node. Any |ICU can
talk to either swtch processor. COVSEC
operation is possible with only one HGX-
84.

(3) Controls and indicators - explain
| ocations and functions using TM 11-
5810-28-13 (FOUO), para 2-2.

POVNER OV OFF swi tch.
POXER i ndi cat or.

ON- LI NE i ndi cat or.
Circuit breaker.
OVERTEMP i ndi cat or.

NSNS
DO O TD
— N



NOTE:
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Show Sl i de 5. Refer to TM 11-5810-331-13
(FOUO and KAO 193A/ TSEC (CO).

Key vari abl e generator, KVG or KG TSEC KG
83. Cassification determ ned by
certification level. (SECRET for school, TOP
SECRET for field.)

(1) Cenerates a 128-bit randombit pattern
key. It has been said that this pattern
woul d not be repeated in over 100 years.
In TRI - TAC application, the KVG can be
used to generate keys under sw tch
processor request or operator nmanual
request.

(a) Manual application - generates and
transfers a key to a fill device
connected to a KVG front panel
connector. The operator presses
the I NI TI ATE pushbutton on the fill
device. In this application the
KVG can be off-line or on-Iline.

(b) Dedicated application - operates
on-line with a dedicated automatic
key distribution center (AKDC)

Upon command fromthe switch
processor, electronically generates
and transfers keys to the dedicated
AKDC via rear transition plate
assenbl y.

(2) Follows operational state of dedicated
AKDC. WII go to on-line state when
associ ated AKDC is on-line.

(3) Lowest level of classification is
CONFI DENTIAL. In the field environnent
the KG 83 nust be certified before being
used to pass live traffic.

Certification will depend on | evel of
traffic to be processed. Normally it is
certified SECRET in CS application; TOP
SECRET in Ms application. Generally,
the KG 83 nust be stored in a COVSEC
vault when not in use.

(4) Controls and indicators - explain
| ocations and functions using TM 11-
5810-331-13, para 2-2.



QUESTI ONS:

NOTE:

NOTE:
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The HGX-84s are dedicated to the processors
and are not redundant. True or false? (ANS:
Fal se.)

What devi ce generates keys for use by the
AKDC? ( ANS: KG 83.)

Show Sl i de 6. Refer to TM 11-5810-327-10
(FOUO and KAO | 93A/ TSEC (O).

Automatic key distribution center/rekeying

control unit (AKDC/ RCU) HGX-83/ TSEC (C) or

HGX- 83A/ TSEC (C) - lowest classification is
CONFI DENTI AL.

(1) The AKDC operates in a slave node (on-
line) to the circuit switch processor
The AKDC provides for storage of keys
transferred fromfill devices and under
processor control to other COVSEC
equi pnent. The hardened uni que storage
(HUS) of the AKDC provides |ocations for
the long term storage of these keys.

Advi se students that they will also hear
har dened uni que storage for HUS

(2) The HUS nenory storage is acconplished
by utilizing individual iron ferrite
cores (doughnuts) for each bit of
information. This enables the HUS to
retain keys when power is renoved. This
HUS design al so protects rekey keys from
alteration as the result of exposure to
an el ectromagnetic pul se (EMP)
occurrence, such as an explosion of a
nucl ear devi ce.

(3) The HUS contains 1024 (1K) nenory
| ocations. Keys that are read into or
fromthese | ocations are encrypted/
decrypted by the "Z" key.

(a) The Z key protects keys from
conprom se in the event of an
overrun situation

1. | f given enough tine, the
operator can open the code
changer door on the AKDC front

7
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(b)

IS

panel to zeroize the “Z" key.
The contents of the HUS are
unchanged but no keys can be
accessed in the AKDC w t hout
rel oadi ng the proper “Z" key
(normally stored in a safe in
anot her area).

| f the operator doesn't do the
above and the eneny tries to
remove a properly installed
AKDC fromthe rack, the code
changer door wll have to be
opened and the “Z" key will be
zeroi zed. To renove the AKDC

t he code changer door nust be
opened to access a nounting
screw. Wien installing the
AKDC in the rack, failure to
use all nounting screws is a
COVBEC vi ol ati on.

The 1024 nenory | ocations are
addressed and used as fol |l ows:

1.

IS

W

I

o

Addr esses 0000 t hrough 0299 -
storage | ocations for rekey
keys (KEK - keys that encrypt
traffic keys).

Addr esses 0300 t hrough 0599 -
storage locations for traffic
keys (TEK - keys that encrypt
voi ce or data traffic).

Addr esses 1008 t hrough 1022 -
scratch pad store (SPS) or
monmentary nenory. The keys
pl aced in SPS are only
permtted to be read out to
set up one call, either to a
si ngl e DSVT, between two
DSVTs, or in a conference
involving multiple DSVTs.
Address 1023 - used in HGX-83
di agnostics (comand 89) .
Normal Iy not all 1024 nenory
| ocations will be needed for
keys used in CS/ M5 operation.
The extra | ocations can be
used to store keys that are
not used in call set up

8



NOTE:
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(4)

(5)

procedures (for exanple, trunk
teed keys).

The operator can perform manual conmands
by using the front panel controls to
access HUS | ocations and perform
specific functions with the keys. These
commands are (see table on next page).
In the MS operation the HGX-83 does not
provi de the automatic key distribution
feature to transfer keys to term nals.
The HGX-83 in the M5 does not operate
under processor control. It functions
in an off-line node. HUS storage

| ocations are accessed manual ly or by
the rekeying control feature of the HGX-
83. Keys are transferred electronically
to the HUS using command 91; however,
nost of the keys that will eventually be
used in the net are pregenerated and

| oaded froma fill device into the HGX-
83. The keys are then transferred from
the HUS to the dedicated KG 82 using a
fill device and KG 82 node switch on the
HGX- 82.

Show slide 7. Refer to KAO | 93A/ TSEC
(O, para 1005.b for control and indicator
expl anati ons.

(6)

Controls and indicators - give a brief
description of the follow ng:

(a) Manual node controls.

1. COVIVAND/ ADDRESS swi t ches.
2. FUNCTI ON swi t ches.

a. C\D.

b. ADRS A - used with a
command to indicate one
address or first address.

C. ADRS B - used with a
command that requires a
second address.

3. START pushbut t on.
4. LAVP TEST pushbutt on.
5. PONER circuit breaker.

9



QUESTI ONS:

NOTE:

150- 74G10/ C01- LP2

6. Z FILL Sw tch.

(b) Indicators.

Yel | ow ADRS A i ndicator.
Yel | ow ADRS B i ndi cat or.
Yel | ow CMVMD NO i ndi cat or.
Red ERROR i ndi cator.

Red BAT LOWIi ndi cator.
DI SPLAY.

Al ar ns.

|~ O U1l 5[ I N b=

OVERTEMP i ndi cat or.
HUS i ndi cat or.
CRYPTO i ndi cat or .

Z ZERO i ndi cator.

alolol

ON- LI NE | ndi cator.

DPE (display parity error)
i ndi cat or.

Power .

|0l 0

=

HUS ON i ndi cat or.
PONER ON i ndi cat or.

ol

(c) Battery conpartnent: Area for a
storage battery for the “Z" key.

(d) FILL connector: Allows a fill
device to be connected to perform
various transfers of keys.

VWhat is the purpose of the scratch pad
storage? (ANS: Tenporary storage of keys used
to set up secure calls.)

VWhat is the purpose of the “Z" key? (ANS: To
protect the contents of the HUS from
conprom se in the event of an overrun
situation.)

When does the AKDC operate in an OFF-LINE
node? (ANS: In M applications.)

Show Sl i de 8. Refer to TM 11-5810-326-13
(FOUO and KAG | 93A/ TSEC (O).

Loop key generator/comon unit (LG CU), HGX-
82/ TSEC- CCl .

10



(1) Contains all electronics comon to a group of
up to eight KG82s. Provides:

(a)
(b)
(c)
(d)
(e)
()

(9)

Power .

Signal buffering and interface for
commands, cl ock, and status between KG
82s and HGX- 84.

Interface for transfer of keys to/from
HGX- 83 and KG 82.

Transfer keys to KG 82 by use of a fill
devi ce.

Permts selection of KG 82 operate and
rekey nodes.

Moni tors alarm functions. Provides al arm
signal to HGX-84 when al arm condition
occurs.

Storage battery to hold KG 82 keys and
initialization data in the event of a
power failure.

(2) Conmands sent to a KG82 in a group are
decoded in the HGX-82 which then activates
t he designated KG 82's conmand | ogi c.

(3) Controls and indicators - explain | ocations
and functions using KAO | 93A/ TSEC (C), para
1003.d or TM 11-5810-326-13, para 2-2.

(a)

150- 74G10/ C01- LP2

KG 82 MODE rotary switch - selects one
of five operations when used with KG 82
MODE | NI T button.

1. LAMP TEST position - activates BUSY
and ALARM | i ghts on associ ated KG

82s.
2. LDU position - allows a key
transfer froma fill device to a

sel ected KG 82 storage |ocation.

a. In MS operation the position

B is used during initialization
and during use of a KG 82 that
if required to termnate a
trunk between the MS and the
CS. Allows | oading of key to a
dedi cat ed KG 82.

W

LDX position - allows a key
transfer froma fill device to a
sel ected KG 82 storage |ocation.

11



a. In M5 operation LDX is used
during initialization and to
| oad a new vari abl e when
needed (rmanual | oad).

4. OP position - normal operating
posi tion.
5. RK position - Used in M5 for manual

rekeyi ng of a M5 subscri ber
term nal

(b) HGX-82 LAMP TEST pushbutton -
illumnates the lights on the HGX-82.

(c) ENABLE/ ZERAO ZE | ocki ng type toggle
swtch used to zeroize all keys stored
in all KG 82s connected to the HGX-82.

(d) POWNER toggle switch - controls power
input to the HGX-82 and in turn to the
KG 82s.

(e) PARITY lights (two):

1. GREEN | ight - indicates successful
transfer and storage of keys with
good parity.

2. RED light - indicates inconplete

B transfer or transfer with parity
failure.

(f) DPE red indicator - indicates detection

of a parity error during data transfer
fromthe CS or M5 which is reported to
t he HGX- 84.

(g) POWER green indicator.

(h) FILL connector.

(1) BATTERY conpartnent.

NOTE: Show Slide 9. Refer to TM 11-5810-330-13.
f. Loop key generator (LKG, TSEC KG 82-CCl.
(1) Operates when used with a HGX- 82.
(2) Provides path for verification and el ectronic
transfer of keys stored in the HUS.
(a) Provides synchroni zati on and nai ntains

secure passing of traffic between
conpat i bl e COMSEC equi pnent .

150- 74G10/ C01- LP2 12



(3)

(4)

QUESTI ONS:

NOTE:

150- 74G10/ C01- LP2

(b) Uses a nunber of in-band and out - of - band
signal s.

M5 KG 82 operati ons.

(a) Dedicated to Ms ports.

(b) Provides encryption interface for CS-to-
M5 trunks, MsS-to-Ms trunks, and MS data
term nal s.

(c) Can operate in three nodes which can be
sel ected by the use of the FUNCTI ON

swi tch.
1. Mde 1 - CSto M5 trunk
2. Mode 2 - data termnals (loops) and

trunks, redundant synchronizati on.
Mode 3 - data termnals (loops) and
t runks, nonredundant
synchroni zati on.

W

(d) During initialization of KG 82s the
operator nust connect a fill device to
t he associ ated HGX-82 to transfer
operating keys to the dedi cated KG 82s.
|f a rekey operation is required for a
termnal, the KG 82s can obtain a new
key fromthe HUS using CVMD 25 under
operator control. This is using the RCU
feature of the HGX-83.

Controls and indicators - explain, using TM
11-5810-330-13, para 2-2.

The KG 82 is conpatible with what other
COVBEC devices? (ANS: DSVTs, KG 84s, and
ot her KG 82s.)

KG 82s are dedi cated to subscribers in what
applications? (ANS: Message switch.)

Show Slide 10. Refer to TM 11-5810-361- 18,
FM 24-27A, and KAO |1 93A/ TSEC. Informthe
students that they nmay see KG 81s (ol der
version) or KG 194 (newer version) instead of
KG 94s in sone publications and in field
appl i cations.

Trunk encryption device (TED), KG 94 - CC

13



(1)

(2)

150- 74G10/ C01- LP2

Pur pose and use.

(a)

(b)

(c)

(d)

(e)

()

The TED is a bul k encryption device

whi ch has the capability to encrypt up
to 300 trunks simultaneously, over a
single DTG

It is an on-line key generator which
perfornms digital data encryption/
decryption in full duplex synchronous
oper ati on.

Cenerates random patterns of ones and
zeros which sinulate a full traffic | oad
at all times. This prevents

unaut hori zed persons from being able to
detect periods of peak traffic.

Provi des end-to-end bul k encryption of
DTG traffic between:

1. MS-t o- MB.
2. Ms-t o- CS.

One trunk encryption device (TED), at a
mnimum is used at each end of the
secure DTG link. It may be located in
either the swtch or termnating radio
van.

1. If multiple TED encryption/

B decryption is utilized in a path,
each set of TEDs will share a key
that is unique to that pair of

TEDs.

This use of "paired keys" is the
source of the termpair-w se uni que
keys.

1N

The TED al so has the ability to create
permutations of its original key which
are used at specified intervals to
change the current traffic key to
prevent detection or conprom se of the
originally | oaded key. The original key
| oaded into the TED is known as the seed
or cold start key and is also referred
to as a TED traffic encryption key (T-
TEK) .

Speci fications.

14



(3)

NOTE:

150- 74G10/ C01- LP2

(a)
(b)
(c)

(d)
(e)

()

(9)

Passes traffic at a rate of 9.6 kilobits
to 13 negabits per second.

Desi gned for use in and around nobil e,
and sheltered environnents.

Can use a KYX-13, KYX-I5/IA or KO-I8
to | oad keys.

Operates on 19 to 56 VDC

Can be operated by controls on front
panel or can be renotely controll ed.
Contains a battery and fuse to allow the
storage of current traffic key and
protection (TEKL in case of power |oss
or serge).

When the TED is renoved fromthe
mounting frame, the traffic key is
automatical ly zeroi zed.

Controls and indicators - explain, using TM
11-5810- 361- 10, para 2-1.

Descri be the basic use of the various
control s/indicators.

(a)

| ndi cators.

1. PARITY - Green LED lights to
indicate that a valid key has been
| oaded.

2. OLD KEY - yellow LED lights to

i ndi cate an unsuccessful key change

was attenpt ed.

RESYNC - Green LED lights to

i ndi cate that synchronization

bet ween the | ocal and renote

(distant end) unit has occurred.

FULL OPR - yellow LED lights to

indicate that the equipnment is

oper ati onal .

ALARM - red LED lights to indicate

an alarmcondition and inforns

operator that the KG84 is no

| onger sending traffic.

PWR ON - Geen LED lights to

i ndi cate that input power has been

applied and that the |logic and

battery voltages are present.

UPDATE - a two-digit LED display

shows the current count of the

updat ed key.

W

I

o

I

I~
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(b) Controls.

1.

2.

W

(4) Operation.

ACTUATE - pushbutton switch used to
initiate the test or operation

sel ected by the FUNCTI ON switch.
FUNCTI ON swi t ches -

a.

I

[O

o

o

fl.

RESTART - begins

synchroni zation in the current

key after a power transient,

crypto alarm or unsuccessful

change key.

CHNG KEY - starts

synchroni zation in a new key.
If the KGis in FULL OPERATE

wi t hout addi ng a new key, the

current key will be updated in

both | ocal and renote units.

LOAD - transfers a key froma

fill device to a storage

| ocation in the KG

LCL UPDATE - initiates update.

The seed key (original traffic

key) is updated at one end of

the link, and a restart is

initiated.

ALARM TEST - start an al arm

check sequence. It will not

af fect operation.

LAMP TEST - lights all LEDs on

the front panel.

POVNER swi t ches -

a.

I

[O

ON - supplies power to the KG
unit. Activates battery for
key retention if power is

| ost.

STBY- renoves power, but
retains key.

OFF (ZERO ZED OFF) - power is
renoved. Key will be |ost.
The switch nust be pulled
before it can be set to OFF.

The operation and

configuration of the TED will be

150- 74G10/ C01- LP2
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di scussed in a later | esson which wll
cover:

(a) Patching (if required).

(b) Loadi ng keys.

(c) Perform ng change vari abl e
oper ati ons.

(d) Replacing and updating procedures.

h. Comon equi pnent facilities and trunk
encryption nodul es (CEF/ TEM .

(1) Provides housing for COMSEC equi pnent.

(2) Distributes cooling air for the various
itens in the nodul es.

(3) Provides electrical interface for the
vari ous equi pnent in the nodul es.

QUESTI ONS: The KG 194 is a bulk encryption device, but
what does it do that prevents unauthorized
persons from detecting peak traffic periods?
ANS: It continuously generates random
patterns of ones and zeroes to sinulate a
full traffic | oad.)

Can a TED be renptely controlled? |If yes,
explain. (ANS: Yes, when perform ng change
vari abl e operation fromthe controlling end.)

NOTE: Show Slide 11. Refer to TM 11-5810-309-10
and KAO- | 93A/ TSEC (O .

] - Dedi cated | oop encryption device (DLED), KG
84A.

(1) Encrypts and decrypts tel etypewiter or
ot her communi cations term nal devi ces,
both anal og and digital, for data
transm ssi on through the TRI - TAC/ MSE
network. Wen used for anal og
equi pnrent, sone type of nodemis
requi red between the anal og system path
and the DLED

(2) In TRI-TAC operations, the KG84A is
utilized in the full duplex node.

(3) Contains the necessary electronics for:

(a) Storage, processing, and control.
(b) d ock.

150- 74G10/ C01- LP2 17



NOTE:

QUESTI ON:

NOTE:

150- 74G10/ C01- LP2

(c) Data recovery.

(4) Storage battery to retain keys when the
DLED i s powered off.

(5 In M5 operation, communication termnals
such as the ANV UGC-74 or AN UGC-144 are
dedicated to M5 ports. KG 84As are then
conpati ble with the KG 82s between an
AN/ TYC- 39 dedi cated LKG and an ext er nal
DLED associated with the conmuni cation
termnal. The external KG 84A may al so
serve as a di phase | oop nodem when used
with a digital M5 data subscri ber.

(6) Renote M5 termnals utilizing KG 84As
can gain access to the M5 via dedicated
or dial-up paths through the CS

Show Slide 12.
(7) Controls and indicators - explain

| ocation and functions, using TM 11-
5810- 309- 203, para 3-2.

(a) Operator controls - |ocated on the
| ower half of the KG 84A front
panel .

(b) Conceal ed controls - conceal ed
behi nd the protective cover on the
top half of the KG 84As front.

They are normally set at initial
operation according to the specific
communi cations systemor unit SOP.

VWhat is the primary use of the KG 84 DLED?
(ANS: Used to provide crypto services for M
term nal devices.)

Show Sl ide 13. Refer to TM 11-5810-329-10
and KAO- | 93A/ TSEC (O .

TSEC/ KY-68 digital subscriber voice term nal
(DSVT). The KY-68 operates as a full duplex
voi ce/data termnal for 16 or 32 kb/s
traffic. The KY-68 provides the

crypt ographi c functions, audi o processing,
and signaling necessary for secure and
nonsecure access to swi tched networks, and
secure point-to-point operation.

18
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(1)

(c)

Appl i cati ons.

(a) Point-to-point - when | oaded wth
the same keys, two KY-68s wil|
function in a secure node and the
distant-end will ring as a result
of the first phone goi ng of f-hook.

(b) Grcuit switch interface - this is
the normal interface and in this

nmode

the KY-68 is connected to a

KG-82 inside the circuit switch for

initial synchronization and key
verification. In circuit swtch
applications, the KY-68 can be

operated in two basic nodes:

1.

1N

Ext ensi on.

MODE 1 - used exclusively with
a COVBEC parent switch
(ANVTTCG-39s or ANTTC-42),

wher eby t he COMSEC net wor k
supplies a different "V' key
for each call processed by the
COVBEC parent switch

MODE 2 - can be used with

ei ther a COMSEC parent swtch
or a COVSEC subordi nate switch
(5B-3885), and traffic can be
passed with either a per cal
variable (V) or a network

vari able (X).

a. MODE 2 is al so used for
poi nt -t o- poi nt operation,
which is also called the
sol e user node.

For greater flexibility,
it is recomended t hat
all KY-68s be strapped
for MODE 2 operation.

I

1 An extension DSVT may be connected
of f of another DSVT, but there are
limtations to the use and
operation of the extension DSVT.
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NOTE: Show slide 14
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[N

|

|

An outgoing call cannot be
di al ed fromthe extension
phone.

|

There is no indication on the
extensi on phone that a call is
being initiated fromthe
primary DSVT or that the
primary DSVT is in use.

[O

The extension phone wll not
receive an audi ble ring on an
incom ng call; however, the
ring/busy LED will blink in
synchroni zation with the
incomng ring signal and the
non secure warning (NSW LED
will illumnate at the nornal
rate.

The DSVT is connected as a
subscriber of the circuit switch

(primry).

a Both DSVTs wi |l be programred
ali ke, set for MODE 2
operation and | oaded with the
sanme keys.

b The extension DSVT is powered
fromthe HYP-7] aux power
suppl y.

c Speci al purpose cabl e nust be

fabricated to connect the two
DSVTs. It should not exceed
100 feet in length, and nust
be fabricated using shiel ded
cabl e.

The DSVT was not designed to be
used as an extension phone. Wen
connected as an extension, the
primary DSVT nust be used to
initiate an outgoing call or answer
an incomng call.

20



NOTE: Show slide 15.
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(d)

[

When connected to anot her DSVT, the
extensi on DSVT can be used to neet
t he operational requirenent for
extending a DSVT call to a private
office or to a |l ess noisy |ocation.

User controls, lights, and audible

i ndications. The follow ng controls,
lights, and tones will be used or are
present when receiving or placing calls:

1

[N

|

[

Keyboard switch matri x.

a Three buttons | abeled R P
and C are used for speci al
appl i cations.

R - used in conjunction with
the net radio interface
(NRI ).

O - used for operator recall.

C- used for initiating
special switch functions
such as conference and
comrerci al access, and to
rel ease conferences or to
i ndicate the end of a
di al i ng sequence.

|

In ANV TTC- 39D and MSE
applications, the keyboard is
al so used to affiliate and
disaffiliate a subscri ber.

Audi o vol une control. Used to
adj ust the audio level in a handset
or headset.

Ri ng vol une control. Used to adjust
the ring and tone level in the
annunci ator (electrically
controlled indicator).

Cradl e hookswi t ch.
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O

Kep}

I~

| o

a Wien the handset is placed on
the cradl e or O\ HOOK

b When the handset is renoved
fromthe cradl e or OFF- HOOK

c Pul ling the hookswitch to its
upper nost position establishes
the plain text node.

d When operating in the data

node, or when using a handset,
t he hookswi tch can be pushed
all the way down and rotated
to the right tolock it in the
ON- HOOK posi tion.

Ri ng/ busy light. Wien the KY-68 is
being called in the voi ce node, the
red RING BUSY |ight flashes at a
rate of 1/2 second on and 1/2
second of f.

Nonsecure warning (NSW light. This
red |ight supplenents the nonsecure
war ni ng tone heard in the earpiece
and indicates that an OFF- HOOK
termnal is operating in a
nonsecur e node.

a The DSVT assunes a nonsecure
node for all calls and
provi des nonsecure warni ng
i ndicators and tones until it
is signaled into secure
traffic by the circuit switch.

|

The light flashes (50
mlliseconds ON once per
second) when indicating a
nonsecure call.

Ri ngback. This tone is present at a
2 second on, 4-second off rate to
indicate ringing of the called
party and is heard in the handset.

Ring. This tone is present at a 2-
second on, 4-second off rate to
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| ©

indicate an incomng call and is
heard via the annunci at or.

Digit sidetone. This tone is
present as |ong as any keyboard
digit is pressed during the dial
phase or affiliation process.

Nonsecure warni ng. Wien |ocally
generated, this tone is present (50
mlliseconds ON) once every 6
seconds. Wen inserted in the

m ddl e of the 4-second ringback
tone for ease of detection.

Crypto alarm This is a continuous
tone and alerts the user that a
crypto alarmcondition exists. The
secure operation of the KY-68 is
di sabl ed during a crypto al arm
condi ti on,

(e) Initialization controls and indicators.

The follow ng controls and indicators

wi |

be used during the initialization

(1 oadi ng keys) of the DSVT:

1

[N

150- 74G10/ C01- LP2

FUNCTI ON SELECT swi tch

a SVAR - used for loading the S
key, permts S node operation.

b OP - puts the DSVT in norma
operation when initialization
is conplete.

c LDX - used for |oading the X
or NET key.

d LDU - used for |oading the U
or uni que key.

e DSBL - disable all |ocal

operation of the DSVT,

ext ensi ons, and data devi ces.
Sends MASTER RESET conmmand to
internal circuits.

VAR STOR switch - works with the
FUNCTI ON SELECT swi tch
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QUESTI ONS:

2H 55M

NOTES:

a Center position - normnal
oper ati ons.

b LOAD position - allows key
| oadi ng.

c ZERO position - zeroizes al

stored keys.

What node i s recommended that the KY-68s be
left set to? (ANS: MODE 2 for greater
flexibility.)

What are the four hookswi tch positions and
what do they do? (ANS: ON HOOK, OFF- HOOK
pl ai nt ext nmode, and ON- HOOK and LOCKED f or
data node or when using a headset,)

What indications does the KY-68 provide to
informthe user that they are connected to a
nonsecure party? (ANS: Nonsecure warning

i ght and nonsecure warni ng tone once every 6
seconds.)

Practical exercise.

This practical exercise involves the students
answering questions concerning the functions of

t he various pieces of COVSEC equi pnent, therefore,
when ANY entries have been nade, the entire PE
beconmes cl assified CONFI DENTI AL. DO NOT | eave

t hese PEs unattended after issuing themto the
students. Collect themafter class and instruct
the students that they may have them back for
study purposes but they MJUST be returned to the
instructor after each class session.

Expl anation to students.

(1) This practical exercise provides you the
opportunity to recall the functions of COVSEC
equi pnent utilized in both CS and M
applications. An understanding of this
equi pnent will be of imense value to you in
your daily duties as a 74G operating and
mai ntai ning the TRI-TAC switches in a
network. Wthin atinme limt of 1 hour, you
must correctly answer 14 of 20 questions.
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SUMVARY

4H

(2) This practical exercise is not classified
until ANY question(s) have been answered. The
docunent is then classified CONFI DENTI AL.
After you have answered any questions, DO NOT
| eave the practical exercise unattended.

b. Appl i cation by students.
(1) Enter the common nane of the piece of
equi pnent listed and a brief short answer
description of its purpose.

(2) For questions 18 - 20, provide the
i nformati on request ed.

(3) Ask your instructor for assistance if

required.
(4) Have your instructor check your work when
conpl et ed.
C. Eval uat i on.

During the practical exercise, evaluate the
ability of each student to neet the prescribed
objective within the standards set in the |esson.

During the | esson, we have discussed the functions and
applications of the many pieces of COVSEC equi prment
that you will be required to use as part of your
everyday routine in TR -TAC switches. One of the
greatest assets of a TRI-TAC switch is its ability to
provi de COVBEC services for its subscribers and the
net wor k. Wt hout COVSEC, these swi tches becone
virtual ly usel ess.

END

Thi s docunent supports Task Nunber 113-603-3205.
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U S. ARW SI GNAL CENTER AND FORT GORDON

Fort Gordon, Georgia 30905-5180

LESSON PLAN
TI TLE: Key/ Vari abl e Functi ons
LEARNI NG
OBJECTI VE: Act i on: The student will receive
instruction relating to the
functions of the various COVSEC
keys used in TRl -TAC syst ens.

Condi ti ons: The student is given TMs 11-5805-
778-12-1 through 11-5805-778-12-7,
classified publications FM 24-27A
(O, and Information Sheet 3, 150-
74G10/ C01- LP3-1 S- 3.

St andar ds: The student will answer ver bal
guestions during the conference
when cal l ed upon by the instructor.

SAFETY

CONSI DERATI ONS:
Rl SK
ASSESSMENT:
RESOURCE

NEEDS/
REFERENCES:

METHOD OF
| NSTRUCTI ON:

Tl ME:

150- 74G10/ C01- LP3

There are no safety considerations for this
| esson.

Low.

TMs 11-5805-778-12-1 through TM 11-5805- 778-
12-7 and classified publications FM 24-27A
and KAO-193A, overhead projector, slides 1-2,
TB 380-40, JCS Pub 6-05.5, and TM 11-5810
Series of manual s.

Conf er ence

2 Hour 30 M nutes

1 APPROVAL DATE: 24 NOV 97
DEVELOPER: SFC CARTAGENA

DIV. CHIEF: Qo ®: ReeDon




NOTES TO | NSTRUCTOR:

1
2.
3.
4.
| NTRODUCTI ON:
El apsed 1.
Ti me
2.
3.
5M
BODY:
1.

Ensure the publications listed in the conditions
statenent are available to the students.

(bt ain the necessary slides or handouts if
appl i cabl e.

Ensure that the students are issued their

comruni cations security (COVMSEC) not ebooks for the
| esson and secured during breaks or picked up and
secured at the end of the day.

Ensure that the doors to the classroom are cl osed
and no unaut horized persons are present during the
conf erence.

In previous | essons, you becane famliar with the
fundanental s of COMGEC and t he vari ous COVSBEC
devices utilized in the TRI - TAC environnent.

Key variable functions apply to all TRI - TAC COVSEC
that is used by personnel involved in planning,
installing and nmanagi ng record data and speci al

pur pose comruni cation systens which are used to
support joint exercises and contingency

oper ati ons.

During this lesson, we wll discuss the many
COVSEC keys that are utilized in this equipnent.
The focus of this lesson is to famliarize
yourself with the different types of keys and
their specific uses.

| mportance of key.

a. The key and the cryptographic logic, which is
built into COVMSEC equi pnent, encrypts the
information being transmtted. The logic is
fixed within the equipnent; only the key can
be changed. This nakes the key crucial to
t he secure operation of a cryptonet.

150- 74G10/ Q01- LP3 2



QUESTI ON:

10M

2. Physi

150- 74G10/ Q01- LP3

If both the key and | ogic remai n unchanged
for a long enough period, sufficient traffic
can be passed to provide intelligence

anal ysts enough material to "break the code".

The key, therefore, nust be changed
frequently to reduce the inpact of a
conprom se and the |ikelihood of successful
crypt anal ysi s.

How frequently keys are changed depends upon
the size of the cryptonet and anount of
traffic passed over it.

Wiy is it vital that the key be changed
periodically? (ANS: Because the logic is

fi xed and changi ng the key prevents the eneny
from breaki ng the code.)

cal forns of keys.

Keys exist in the TRI - TAC COVSEC equi pnent as
a series of randomy generated electronic bit
streans consisting of 128-bits per key.

Oiginated by two different nethods:

(1) National Security Agency (NSA) generates
and punches keys onto paper tape, then
packages and distributes the keys to
users as required.

(a) These tapes, commonly called hard
copy keys, have an advant age
because they can be stored for |ong
peri ods before use.

(b) They are not vulnerable to
el ectronic interference such as
el ectromagneti c pul se (EMP).

(c) May be pre-positioned worl dw de
usi ng existing courier systens.

(d) Disadvant ages i ncl ude:

1. Expense to produce and
di stribute.
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(2)

(3)

(4)

(5)

2. Lengt hy ordering and shi ppi ng
tine.

3. Det ai | ed accounting required.

4. Vul nerabl e to conprom se while

intransit and storage.

CGenerated electronically by a certified
key generator such as the KG 83 and

di stributed, as needed, using a fill
devi ce such as the KYX-13 or KYK

(a) Basic rules allow sone keys to be
transmtted electronically to
users.

(b) Advantage is that they have reduced
vul nerability because they are not
stored for long periods prior to
use.

(c) Disadvantages include:

1. Less strict accounting creates
difficulty in knowi ng who has
certain keys in case of
conprom se Or enemy overrun

si tuati ons.

El ectronic transfer of certain
keys may not be permtted.
Because keys cannot be | abel ed
as on a tape, the possibility
of confusing themw th ot her
keys is increased.

1N

W

Overall, for nost tactical enploynent,
t he advantages of electronically
gener at ed keys outwei ghs those of hard
copy keys.

Locally generated el ectronic keys wll
be the primary key source for TRI-TAC
net wor ks.

Hard copy keys will continue to be
requi red for contingency keys to recover
from EMP and for certain operations in
whi ch keys need to be held for |ong
peri ods by geographically separated
forces.



QUESTI ONS:

20M

The el ectronic key (bit strean) consists of
how many bits? (ANS: 128.)

VWhat will be the primary source of key for
TRI - TAC networ ks, hard copy or electronically
generated? (ANS: Electronically generated.)

3. Types of keys.

NOTE:

150- 74G10/ Q01- LP3

In the past, the termvariable was used
extensively. The use of the termvariable is
being replaced with the term KEY. Many NSA
and Arny publications contain or continue to
use the old term nology. Existing COVGEC
equi pnent has the term VARI ABLE or VAR
printed on them To end the confusion and
reduce the nunmber to terns, two variations of
key will be used, traffic encryption key
(TEK) and key encryption key (KEK).

TEK.

(1) Used to protect (encrypt) operational
traffic (voice, data, video) from
unaut hori zed di scl osure or mani pul ati on
and as synchroni zati on signals.

(2) TEKs are classified at the highest |evel
of the traffic they will encrypt.

(3) TEKs are further divided into
subcat egories that describe their
speci fic use.

(a) T TEK - Trunk encryption device
(TED) key used for digital
t ransm ssi on groups inconjunction
with a TED to encrypt an entire
transm ssi on pat h.

1. Used at each end of a
B transmi ssi on pat h.
2. Uni que to each pair of TEDs,
al so known as a SEED key.
3. Must be updated daily, usually
B during low traffic periods.
5



NOTE:
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(b)

A

Used in both circuit switch
(CS) and nessage switch (M5)
appl i cati ons.

X TEK - traffic key:

1. For the ANNTYC-39 M5, the “X’
key is used to encrypt/decrypt
traffic on a KG82 to KG 84
| oop.

2. Each 1 oop will have a
different X-traffic key.

3. The “X' traffic key will also
be used on trunks between
AN TYGC- 39 M5 (LKG to-LKG .

4. An initial synchronization key

(X- SYNC key) can only be used
toinitialize KG 84s and

dedi cated KG 82s. The X- SYNC
vari abl e nmust be replaced with
an X-traffic key before
passing traffic.

Sel ect ed subscri bers use the TSEC KY- 68

di gi tal

subscri ber voice termnal (DSVT) to

connect to the CS. These subscribers are
encrypted on an end-to-end basis with the “V’
key and “S’ key for high security.

(c) V TEK - per call key:

1.

2.

The key is uniquely generated by

t he COVBEC PARENT SW TCH (CPS) to
encrypt/decrypt a DSVT subscriber’s
conversation

A new key is generated for each
call.

(d) S TEK - special H GH classification key:

[ =

1N

W

This key is held only by

subscri bers and not at sw tches.
Used by snall select comunities
for discussing TOP SECRET over
DSVTs.

It can only be distributed by
courier, either in hard copy key
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material or in an el ectronic keying
devi ce.

KEK.

Used to encrypt another key so it may be
transmtted electronically or stored
securely.

(a) KEKs will not be used to encrypt traffic
or signalling information.

(b) Normally generated electronically and
stored in the automatic key distribution
center (AKDC) or a fill device.

(c) Also held in electronic formin various
COVSEC devi ces, such as the KY-68 or the
KG 84, where it is used.

(d) My originate in hard copy paper tape if
required.

(e) A KEKis classified at the highest |evel
of TEK it will encrypt.

(f) Physically distributed by courier, not
permtted to be electronically
transferred.

(g0 KEKs are further divided into
subcat egories that describe their
speci fic use:

1. Z KEK - Used to encrypt all keys
stored in the hardened uni que
storage (HUS) of the AKDC.

a. As a key is transferred into
or out of the HUS it is
encrypted/ decrypted with the

storage Z KEK

In the event of an energency
or overrun situation, the
storage “Z” may be zeroi zed
and the contents of the HUS
rendered usel ess.

I
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IS

[O

2.

o

| —

Q

a.

I

c.

| f authorized control of the
AKDC i s re-established; access
to the stored keys can be
regai ned by reinserting the
storage Z KEK

Z KEKs are unique to each M
or CS and are generated
electronically in the switch
as needed.

May not be transmtted

el ectronically.

Shoul d be kept as a fill
device in the event that the
AKDC required is changi ng due
to failure or it is zeroized
for any reason.

Must be stored in a secure

| ocation other than the switch
where it is used, generally in
a safe in the maintenance or
prescribed load list (PLL)
shelter.

U KEK - the rekeying key:

Used to secure el ectrical
transm ssi on of other
cryptovari abl es between the M5
and KG 84s or between two M5
to AUTCDI N i nterfaces.

The U KEK is distributed by
courier and it is wse for the
termnal operator to maintain
it in the event that the KG
84A i s changed or zeroi zed.
The M5 maintains the Us in the
AKDCs HUS or a fill device.

C. Cont i ngency keys.

(1)

150- 74G10/ Q01- LP3

On a large conplex and rapidly noving
battlefield, there exists the
possibility that |arge portions of a
network may | oose el ectronic keys.



(2) This could be because of several
factors:

(a) Zeroized equipnent in anticipation
of an overrun.

(b) Actual overrun

(c) Conprom se.

(d) Result of an EMP event.

(3) Contingency keys are pre-positioned
t hroughout the network before they are
actual |y needed.

(4) Cenerally stored on paper tape since it
is not vulnerable to EMP or other
el ectrical upset.

(5 An additional type of contingency key is
held only by COMSEC custodi ans of units
who may have requirenents to transfer
TEKs bet ween each ot her using DSVTs and
KYX-1 5As. The key nmust be destroyed
within 24 hours of first use.

QUESTI ONS: O the several versions of keys, what are the
two primary types of keys? (ANS: TEK and
KEK. )

In addition to the two prinmary key types,
there is a third key, that supplenments the
primaries, what is it? (ANS: Contingency
key.)

What is the Z KEK used for? (ANS: To
encrypt all keys in the HUS.)

What is the V TEK used for? (ANS: Per cal
encryption key.)

Explain why it is so inportant to have
conti ngency keys? (ANS: To zeroize
equi pnent in anticipation of an overrun,
actual overrun, conprom se and or result of
an EMP event.)

50M

150- 74G10/ Q01- LP3 9



4. Application and use of keys.

a. As previously nentioned, it is the
responsibility of the system planner and the
key vari abl e managenent pl anner to devel op
both the network configuration and
assignnents of switch | Ds needed for bulk
transfer and decide which switch is
responsi bl e for key generation.

b. Source of keys - as we discussed earlier, the
primary source of keys will be | ocal
generation; however, others may cone from
ei t her:

(1) Brigade - provided by COVSEC cust odi an
prior to deploynent.

(2) 1 C3S - Intertheater conmand, control,

communi cat i ons (Cﬁ) security wll
general ly provide paper tape keys used
for contingencies or w dely separated

units.
C. Bri gade key/vari abl e manager - assigns the
fol | ow ng:

(1) Area codes to be used in the network
usi ng MyX format.

(2) Al 39D and node center swi tch (NCS)
codes using XX format.

(3) Al LEN switch codes in the LXX fornmat.

(4) Al 39A and other required switch codes
in the NNXX fornmat.

1H

5. Managenment of keys.
a. Backgr ound.

(1) Extensive systens such as TRI-TAC with
| arge nunbers of keys have created the
need for automated planning, accounting,
distribution, and identification of
keys.

(2) There are plans to add a formatted key
"tag" to the normal 128-bit key.

150- 74G10/ Q01- LP3 10



150- 74G10/ Q01- LP3

(3)

(4)

(a)

(b)

Until

The key "tag" would contain
designated fields to correlate it
to a specific COMSEC system type
of equi pnent; cryptoperiod;
classification; and so forth.

Q her information useful for
identification, control and
accounting, and free format text
may be entered by the user.

such tinme as these devices are

distributed to all COMSEC systens, the
managenent of keys using a manual system
is necessary for the foll ow ng reasons:

(a)
(b)
(c)
(d)

Orderly generation and/ or

di stribution of new key.

Nor mal supersession at the end of a
crypto period.

Emer gency supersessi on of

conprom sed keys.

Assure that the correct key is
distributed to the right equi pnent
for the right use.

Key Managenent (KM plan.

(a)

(b)

The primary purpose of the KM plan
is the accurate distribution of
keys around the battlefield.

As much as possible, electronic

di stribution using Over-the-Air-
Rekey (OTAR) is preferred.

[ =

Only TEKs may be transferred
usi ng OTAR by subscri bers.
TRI - TAC swi tches and COVSEC
custodi ans for instance, a
vari ation of OTAR, Manua
Cooperative Key Transfer is
preferred as it provides for a
nore secure nethod of key
transfer than OTARs via a KY-
57.

IS

11



(1)

(2)

150- 74G10/ Q01- LP3

A TRI - TAC switch may
transfer the U KEK only
when encrypted by the
interswitch key
encryption key (IKEK).
The COVBEC cust odi an may
transfer the U KEK only
when encrypted by the
COMSEC cust odi ans' key
encryption key (CCKEK).

I

I

Controlling authorities. 1In the TR -TAC
arena, there are two basic levels that are
responsi bl e for the managenent of keys.

The Controlling Authority (CONAUTH)

(a)

(b)

(a)

The commander of the organization
perform ng the overall network planning
and design is the CONAUTH, usually the
brigade to which the TRI - TAC sw tches
are assigned.

The CONAUTH has the foll ow ng
responsibilities:

1. Desi gnates Cryptonet Contro
Stations (CNCS) for every key
generated or key tape used.

2. Desi gnates the classification
| evel s of all keys generat ed.

3. Qutlines the distribution of keys
to include contingency rekeying
pl ans.

4. Monitors the key status and
cryptonet operations.

5. Reports COMBEC insecurities and

eval uates insecurities.

The CNCS is the control term nal for
each trunk/circuit. In many

ci rcunst ances, the AN TTC 39s perform
t he functions of the CNCS

12



(3)

NOTE:

NOTE:

150- 74G10/ Q01- LP3

(b)

(c)

KM pl
(a)

(b)

Show
(c)

Show
(d)

(e)

Once the network is designed, each CNCS
is responsible for generating, storing
and distributing all keys for which it
has been designated the cryptonet
controller

The CNCS is al so responsible for the
proper COMSEC operation of its network
to include reporting COVSEC

i nsecurities.

an.

To determ ne key requirenents and

adm ni strative control of key generation
and distribution, both the CONAUTH and
CNCS nust prepare KM pl ans that cover
their areas of responsibility.

I n devel oping the TRI- TAC each CNCS and
al so specify which keys each CNCS wi | |
generate. CONAUTH KM Wbor ksheet (DA Form
5251-R) is used for this purpose.

Slide 1.

The CNCS will use the information on DA
Form 5251-R to aid in control of key
generation, distribution and use within
its portion of the network. Managenent
and control of all keys within the CNCSs
area of responsibility are acconplished
utilizing the CNCS KM Wr ksheet (DA Form
5251-1-R).

Slide 2.

These wor ksheets will becone classified
when data is entered with a | evel

determ ned by the COVBEC cust odi an.

When storing keys in a fill device, each
key nust be labeled with the key "tag"
or ID which is recorded on the KM

wor ksheet's, not an "operator sinple"

| abel such as (site) "2 T" (key).

13



(f) By following this procedure, a lost fill
device will be of little value to the
eneny w thout the appropriate KM
wor ksheet (which is kept |locked in a
safe) to identify which key is used for
a specific purpose.

(g) Any key stored in a fill device nust be
| abel ed correctly, if not, the hol der of
that fill device has commtted a COVSEC
insecurity and is subject to punitive
action.

QUESTI ONS: VWhat is the preferred nethod of transferring

2H 25M

SUMVARY

2H 30M

el ectronic key? (ANS. OTAR, or Mnua
Cooperative Key Transfer at switch |evel.)

Where should the KM worksheets be kept when
not actually being used? (ANS: In the safe
to prevent unauthorized access or

di scl osure.)

During this | esson, we discussed the major keys
used within the TRI - TAC network and their purpose.
The inmportance of keys to the operation of the 39
famly of swi tches cannot be overenphasi zed.

Wt hout proper utilization of COMSEC, the AN TYC
39A is virtually useless. The information
presented here is intended to be a base which you
can build your first assignnent with a 39 swtch.

END

Thi s docunent supports Task Nunber 113-603-3219.

150- 74G10/ Q01- LP3 14



u.

TI TLE:

LEARNI NG
OBJECTI VE:

SAFETY
CONSI DERATI ONS:

S. ARMY S| GNAL CENTER AND FORT GORDON
Fort Gordon, Georgia 30905-5180

LESSON PLAN

Communi cations Security (COVSEC) Initialization

Act i on: The student will performcold start
initialization of the COVSEC
subsystem

Condi ti ons: The student will be provided with
an operational ANTYC-39A with
fully popul ated HG-- 83 common
equi prent facility, TM 11 5810- 256-
OP-5, TM 11-5810-309-10, T™ 11-
5810-323-12, TM 11-5810-326-13, T™M
11-5810-327-10, TM 11-5810-329-10,
TM 11-5810-330-13, TM 11-5810-331-
13, TM 11-5810-336-10, KAO 193A
(©, fill device(s) with cable(s),
and the practical exercise.

St andar d: Accept abl e performance i s achieved
when the student can correctly
performcold start initialization
of the TRI - TAC COVBEC subsystem
within 45 m nutes.

There are no safety considerations for this
| esson.

Rl SK ASSESSMENT: Low.

RESOURCE
NEEDS/
REFERENCES:

AN TYC-39A with fully popul ated HG--83 comon

equi prent facility, TM 11 5810-256-OP-5, TM 11-
5810-309- 10, TM 11-5810-323-12, TM 11-5810-326-13,
T™M 11-5810-327-10, TM 11-5810-329-10, TM 11-5810-
330-13, TM 11-5810-331-13, TM 11-5810-336-10, KAC
193A (O, fill device(s) wth cable(s), practical
exercise, slides 1-2, and overhead projector.

150- 74G10/ CO1- LP4 1 APPROVAL DATE: 24 NOV 97

DEVELOPER: SFC CARTAGENA
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METHODS OF
| NSTRUCTI ON:

Tl ME:

Conf erence, Denonstration, Practical Exerci se.

8.5 Hours

NOTES TO | NSTRUCTOR:

1

| NTRODUCTI ON:

3M

Ensure all required TMs are available prior to
cl ass.

Ensure the students observe proper safety
precauti ons.

Ensure that all necessary patch cords/| ooping
pl ugs are on hand.

Ensure that fill devices with cables are
avai l abl e.

Mai ntain class roster for all COVSEC material s
required by students during this class.

I n previous classes, you becane famliar with the
functions of the various COVSEC devices that are
utilized within the TRI-TAC fam |y of sw tches,
whi ch are housed within the several common

equi prent facilities nounted within the various
TRI - TAC switches. You also had a | ook at the
conbi nation of keys that these devices use.

Next, we will identify the various conmon

equi pnent facilities that you will encounter
within the TRI-TAC famly of switches. W wll
provi de you with the know edge needed in order to
initialize the COVMEC subsystemthat is nounted
wi thin the HGF-83 comon equi pment facility Cl-7.

This process may seem confusing or difficult at
first, but once you master it, it wll becone
second nature to you. The 39 famly of sw tches
MUST have their COVBEC wor king, so pay attention
and you shoul d have no difficulty.

150- 74G10/ Q01- LP4 2



NOTE: Explain to students the COVSEC regul ati ons as
outlined in Information Security Program
Regul ati on DOD 5200.5 1-R and TRADOC Pam 525-40
nmust be observed at all tines.

BODY:

1. Initialization requirenents.

a.

150- 74G10/ Q01- LP4

The term"initialization" refers to al
actions taken to set-up, turn-on, and operate
the nmessage switch (M5) AN TYC- 39A when it
enters service in a deployed joint task force
(JTF) network

The foll owm ng steps summari ze M5
initialization:

(1) Cabling and connecti ons.

(2) Power-on procedures.

(3) Message processor start-up
(4) Setting variable paraneters.
(5) Data entry.

COMBEC initialization

When initialization actions are
conplete, you nust initialize the

requi red COVBEC equi pnent. To do this
you nust refer to Standi ng Operation
Procedure (SOP), Operation Order, and
Pl anni ng Wbrksheets to find which
circuits need keys, which use hard copy
keys (cards, tape), or which require

el ectroni c keys.

COVBEC pr ocedur e:

(1) Start by "initializing" the HGX-83/
t el ecomruni cations security (TSEC
automatic key distribution center/
rekeying control unit and | oad your
el ectronic keys into it.

(2) Use the key variable
generator TSEC/ KG 83 to generate the
el ectronic keys for which you are
responsi bl e.



(3) If you do not have an HGX- 83/ TSEC
avai | abl e, you should | oad the
el ectronic keys into the electronic fil
devi ce KYK-13 or KYX-15 provided. Then,
| oad keys into the | oop key generators
(LKG that you require

(4) Next, you load electronic keys into the
trunk encryption devices (TEDs) assigned
to the active transm ssion groups.

(5 When this is conpleted, you nmake a
witten record of key locations in the
HGX- 83/ TSEC fill device, the LKGs
assi gned, and note all of the other
deci sions that have been nade.

QUESTI ON: What does the term™ initialization" nmean?
(ANS: The term"initialization" refers to
all actions required to set-up, turn-on, and
operate your equipnment in a JTF network.)

10M
NOTE: Show Slide 1.
2. Common equi pent facilities.
a. Pur pose and use.

150- 74G10/ Q01- LP4

The common equi pment facility is used to
provi de ruggedi zed housing for equi pnment
used in COVSEC nodules Cl -5, C-7, and
Cl-8. These assenblies are designed to
provi de the foll ow ng:

(a) Housing for COVSEC nodules Cl-5
(HG--82), Cl-7 (HG-83) and Cl -8
( HGF- 85) .

(b) Distribute cooling air for the
vari ous COVBEC equi pnent used in
t he COVBEC nodul es.

(c) Electrical interface for the
vari ous COVBEC equi pnent used in
t he COVBEC nodul es.

The common equi pnent facility
HG--82 (Cl-7), HG--83 (Cl-8),
and HG--85 (Cl-8) are al

three used to provide TRI-TAC



QUESTI ON:

15M

COMSEC in the 39 famly of
automati c sw tches.

The M5 AN/ TYC-39A utilizes the HG--83 (Cl-7)
and it houses the follow ng equipnent:

(1) Two HGX- 84.

(2) Two KG 83.

(3) One HGX-83.

(4) Forty-eight KG 82.
(5 Six HGX-82s.

(6) Three KG 81 (KG 94).

What is the maxi mum nunber of HGX- 82/ TSEC
that is used within the HG--83 (Cl-7)

ruggedi zed equi pnent rack? (ANS:. The
TSEC/ Cl -7 equi prrent rack will hold a maxi num
si x HGX-82/ TSEGCs.)

3. COVBEC initialization of the COVSEC subsystem

a.

NOTE:
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Pur pose.

The purpose behind getting the equi pnment
up and functional first should be

obvi ous. The HGX-83/ TSEC i s where al

of the keys are maintained for |ater use
in the systemand externally by the
subscri bers.

Col d start procedures.

(1) Your first step is to ensure that the
COMSEC fan circuit breakers, COVSEC 1
and COVBEC 2, |ocated on the power
di stribution panel are ON.

(2) Now, let's check to ensure that the
circuit breakers at the top of the HG-
83 rack are in the ON position.

Explain that the fan (center) circuit breaker
must be set to ON prior to the HGX-84 circuit
breakers (failure to do this causes themto
stay tripped).



NOTE:

QUESTI ON:

45M
NOTE:
4. Load

NOTE:

NOTE:
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(3) Next, let's energize (power on) both
HGX- 84/ TSECs. Put bot h HGX-84s on-1i ne.

(4) Next, we energize both TSEC/ KG 83s.
Initialize both KG83s |AWTM 11-5810-
331-13.

(5) Then, we energize (power on) all HGX-
82/ TSECs. Initialize each HGX-82 | AW TM
11-5810- 326- 13.

(6) Next, let's power up and initialize each
requi red KG 82/ TSEC | AW TM 11-5810- 326-
13, para 2-7, for the Ms with the key
bei ng | oaded (obtain the key fromthe
TSEC/ KG- 83) .

Explain to the students that the start-up
procedure of the HGX-83/ TSEC consi st of
powering up and | oading the Z-variable on a
newly installed unit, or a unit that has been
zeroi zed

(7) Start-up procedure for the automatic key
di stribution center rekeying control
unit HGX-83/ TSEC | AW TM 11-5810-327- 10,
para 2-4 through 2-6.

Wy nust the fan (center) circuit breaker be
set to ON, prior to the HGX-84s being turned
on? (ANS: Failure to set the fan (center)
circuit breaker on before HGX-84s are turned
on will cause the circuit breakers to stay
tripped).

Show Slide 2.
pr ocedur es.

Explain to students that when the HGX-83/ TSEC
is used with the ANNTTC-39A/D (PS) circuit
switch, one HGX-83/ TSEC operates on-1ine and
the other operates off-line as determ ned by
the swtch.

Command "59" (Cl ear Error).

Ref er students to TM 11-5810-327-10, para 2-
7, pg 2-22.



(1) Wth an on-line HGX-83/TSEC you dial in
the right command to clear error.

(2) If an unall owable command or address is
tried, error light will cone on -
di splay will show "00".

(3) Dial clear on function switch if off-
line. Then push and rel ease start
but t on.

b. Conmmand "91".

Command "91" changes the Z-variable in a
st and- al one HGX- 83/ TSEC.

NOTE: Ref er students to TM 11-5810-327-10, para 2-7
for further information.

(a) Operate PONER switch on.

(b) Set MANUAL npde COVMAND/ ADDRESS
switch to "0091" by using the
t hunbwheel s.

NOTE: Explain that this nust be done off-Iline.

(c) Set MANUAL nobde FUNCTION switch to
" C\VD".

(d) Push and rel ease the START button.

(e) CMD No light comes ON

(f) "91" is be displayed.

(g) Open access door.

NOTE: Expl ain that opening access door will cause
crypto and Z-zero alarnms to |light and nmajor
alarms to energize.

(h) Crypto and Z-zero alarmindicators

will stay on.

(1) Zeroize indicator blinks, then goes
of f.

(j) Connect selected fill device either

KYK- 13 or KYX-15A to the HHX-83/
TSEC | AW TM 11-5810- 327-10, para 2-
7, pg 2-26 and pg 2-2-27.

1. Press and rel ease Z-fill
but t on.
2. PARI TY indicator on fill

device |ights.

150- 74G10/ Q01- LP4 7



3. Close and latch zZ-fill door,
with firmeven pressure.

4. HUS ON will light and stay on
for 20 seconds.

5. Z-Zero alarm|ight goes out as
soon as door cl oses.

6. CVD No and display blank after

20 seconds.

(k) Your Z-variable is now ready for
use.

NOTE: Explain to students that if the crypto and Z-
Zero alarnms stay lit, the |oading procedures
must be repeated - If they are on after
second attenpt, check fill device.

1H 10M
C. Conmmand "57".

NOTE: Ref er students to TM 11-5810-327, para 2-7,
pgs 2-55 through 2-61. Command "57" is used
to load variable from"HUS'. Explain that
command "57" can be performed with either
KYK-13 or KYX-15/15A, and al though the
procedures are not identical they are
simlar.

(1) On the KYK-13, set FILL switch to
desired | ocation.

(2) Set MODE SELECT switch to "Z"

(3) Press and release | NI TI ATE button.

(4) Turn MODE SELECT switch to OFF/ CHECK

NOTE: Explain that this zeroizes the KYK-13.
(5) Turn MODE SELECT switch to ON

NOTE: Explain to students that you nust be certain
ADDRESS SELECT switch is set to correct

| ocati on.

(6) Insert connector J1 into fill connector
of HGX-83/ TSEC and turn to | ock

(7) At COMVAND/ ADDRESS

t hunbwheel s, dial in "0057".

150- 74G10/ Q01- LP4 8



NOTE:

NOTE:

1H 30M

NOTES:
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(8) Set FUNCTION switch to "CWD'

(9) Press and rel ease START button.

(10) CVMD No and ADRS A lights cone on.
(11) Display will show "57".

(12) Dial in the nunber for the variable.
(13) Turn FUNCTION switch to ADRS "A"

Explain to students that after the next
procedure, they MIUST initiate within 7
seconds.

(14) Press and rel ease START button.

(15) CVD No stays On.

(16) Display stays "57".

(17) ADRS A |ight goes out.

(18) HUS ON will blink on off-1line HGX-
83/ TSEC - within 7 seconds.

(19) Press and rel ease | NI TI ATE button.

(20) PARITY indicator wll blink

(21) CVMD No |ight goes out.

(22) Display goes bl ank.

(23) Turn KYK-13 MODE SELECT switch to
OFF/ CHECK

(24) Disconnect KYK-13 from HGX- 83/ TSEC.

Explain to students that the procedures for

| oading with a KYX-15/15A are simlar. Refer
students to TM 11-5810-327-10, para 2-7, pgs
2-62 through 2-67.

Conmmand " 75".

Ref er students to TM 11-5810-327-10, para 2-
7, pgs 2-70 through 2-78. Command "75” is
used to load "HUS" fromfill device.

Explain to students that Command "75" can be
performed with either KYK-13 or KYX-15/15A,
and al t hough the procedures are not
identical, they are simlar.

(1) Connect the KYK-13 el ectronic transfer
device to the HGX-83 by the fill cable.
(2) Set KYK-13 MODE SELECT switch ON



NOTE: Explain to students that ADDRESS SELECT
switch MJUST be set to correct |ocation

(3) At COVWAND/ ADDRESS t hunbwheel s dial in
"0075" by using thunbwheel s.

(4) Set FUNCTION switch to "CWD'

(5) Press and rel ease START button.

(6) CMD No and ADRS A lights cone on.

(7) Display shows "75".

(8 HUS on light will cone on.

(9) Dial in the desired HUS nunber.

(10) Set FUNCTION switch to ADRS A

(11) Press and rel ease START button.

(12) CMD No and ADRS A lights go out.

(13) Display goes bl ank.

(14) HUS on light will cone on.

(15) HUS light will cone on both HGX-83s if
used.

NOTE: Explain that if the error Iight does cone on,
Command " 75" was not conpleted. If you are
using an off-line HGX-83, performa command
"89". This will tell you if you should
repeat conmmand "75" or, if your HGX-83 needs
mai nt enance.

(16) If command "75" was conpl eted, set KYK-
13 MODE SELECT switch to OFF/ CHECK
(17) Disconnect KYK-13 from HGX- 83.

e. Command "89".

Command "89" is used to check about 70
percent of the HGX-83 logic, it also checks
battery vol t age.

NOTE: Explain that this command nust be perforned
of f-11ine.

(a) Ensure that the associated KG 83 al arm
light is not on.

(b) Be sure that the HGX-83 on-line light is
not lit.

(c) At the COVWAND/ ADDRESS t hunbwheel s di al
in "0089" by using thunbwheels.

(d) Set FUNCTION switch
to CMWD.

150- 74G10/ Q01- LP4 10



NOTE:

QUESTI ON:

| H 50M

NOTE:

(e) Press and rel ease START button.

(f) CMD No light cones on.

(g) Display shows "89" then goes bl ank.
(h) If error light comes on, display wll

show area where the error occurs.

Explain that in the event that the HGX-83
requi res mai ntenance, it nust be shipped to
the Iimted maintenance personnel.

(10) If the BTY LOWIight comes on, change
battery and repeat conmand "89".

Wiy is it a good idea to initialize the HG-
83 (Cl-7) common equipnent facility, prior to
the other COVSEC within the swtch? (ANS:

The CEF contains the HGX-83/ TSEC which is the
storage location for all the keys to be used
by the swtch and its subscribers.)

Reshow Slide 1.

5. Trunk Encryption Mdule (TEM.

a.

150- 74G10/ Q01- LP4

The TEM contai ns, as you know, additional
TEDs to provide encryption for DIGs.

The initialization procedure for the TEMis
quite sinple consisting of the foll ow ng
st eps:

(1) Check to ensure that the TEM and TEM2
circuit breakers were previously turned
ON at the power distribution panel.

(2) Place the FAN (center) circuit breaker
ON. (Failure to set this breaker ON
prior to the HGX-84 breakers causes them
to stay tripped.)

(3) Place HGX-84 unit 1 (left) circuit
breaker ON.

(4) Place HGX-84 unit 2 (right) circuit
breaker ON.

(5 Individual TED initialization will be
performed in a later |esson.

(6) Place the PONER switch to the STBY
position on all populated TEDs. (This

11



prevents themfromreporting a false
status to the processor which may induce
al arns.)

Divide the class into groups and rotate them
t hrough the switch during denonstration.

Use the practical exercise as a guideline to
denonstrate the cold-start initialization of
t he COVBEC subsyst em

exerci se.

Expl anation to students.

During this practical exercise, you wll
performa cold-start initialization of
t he COVBEC subsystem (HG--83 (Cl-7) in
an AN TYC- 39A.

Renenber to follow all safety

requi renments when working with

equi pnent .

You wi Il be provided with the necessary
manual s and a copy of the practi cal
exercise to aid you in performng these
t asks.

Wen you feel confident that you can
correctly performcold-start
initialization of the TRI - TAC COVBEC
subsystemw thin 45 m nutes, ask one of
your instructors to eval uate your

per f or mance.

| f you have no questions, you may start
your exercise by reading and follow ng
the directions in your practical

exerci se.

If it is not clear what you are required
to do, ask your instructor for
clarification.

2H
6. Denonstrati on.
a.
b.
2H 30M
7. Practi cal
a.
(1)
(2)
(3)
(4)
(5)
(6)
b. Appl

150- 74G10/ Q01- LP4

(1)

cation to students.

Proceed to the training site when
directed by the instructor.

12



8H 25M

SUMVARY

(2)

(3)

Performthe steps, in sequence, in the
application portion of the practical
exerci se.

Informthe students that if they have
any problens wth the equi pnment, ask
their instructor for help.

Eval uation. Evaluate each student's ability
to correctly performcol d-start
initialization of the TRI - TAC COVBEC
subsystemw thin 45 m nutes.

During this |l esson, you were shown how to perform
a cold-start initialization of the COVSEC

subsyst em

The inmportance of this training wll

beconme evident as you reach your first TR -TAC
unit and participate in a major exercise.

8H 30M

END

Thi s docunent supports Task Nunber 113-603-3205.

150- 74G10/ Q01- LP4
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U S. ARW SI GNAL CENTER AND FORT GORDON

Fort Cordon, GCeorgia 30905-5180

LESSON PLAN

TI TLE: Instal ling, Loading and Rekeying the (D gital
Subscri ber Voice Term nal (DSVT) (KY-68)

LEARNI NG

OBJECTI VE: Acti on: The student will install, |oad and

rekey the KY-68. The student wll
al so place a secure call with the
KY- 68 DSVT.

Condi ti ons: The student will be given an

operational AN TYGC 39A

w peri pheral s, KY-68/ TSEC, TM 11-
5810-292-10, TM 11-5810-329-10, KYK-
13 w cabl es, KYX-15A w cabl es, hook-
up wire, and practical exercise.

St andar ds: Accept abl e performance is net when

SAFETY
CONSI DERATI ONS:

Rl SK
ASSESSMENT:

RESCURCE
NEEDS/ REFERENCES:

150- 74G10/ C01- LP5

the student correctly installs,
| oads, and places a secure call wth
the KY-68 DSVT within 30 m nutes.

There are no safety considerations for this
| esson.

Low.

Qper ati onal AN TYG 39A w peri pheral s, KY-

68/ TSEC, TM 11-5810-292-10, TM 11-5810-329- 10,
KYK- 13 w cabl es, KYX-15A w cabl es, hook-up
wire, practical exercise, overhead projector,
slides 1-7, TB 380-40, and JCS Pub 6-05.5 (O.

1 APPROVAL DATE: 25 NOV 97
DEVELOPER: SFC CARTAGENA

DIV. CHIEF: Qo ®: ReeDon




METHODS OF
| NSTRUCTI ON: Conf erence, Denonstration, Practical Exercise

Tl VE: 6 Hours
NOTES TO | NSTRUCTCR:
1. Ensure all TMs are available prior to class.

2. Ensure that two KYX-15A and/or KIK-13 fill devices
W cabl es are avail able prior to class.

3. Ensure the students observe proper safety
pr ecauti ons.
4. Prior to class, set up the equipnment to performthe
required training objectives.
5. Control and rmaintain a signout roster to ensure
that students sign for required classified training
materi al s.
6. Eval uate students on their ability to performthe
| earni ng obj ective during the practical exercise.
| NTRCDUCTI ON:
El apsed 1. The installation of any tel ephone equi pnent is
Ti me inmportant to the user; however, COVSEC equi prent
has its own specific requirenments which nust be
observed.

2. Because the KY-68 DSVT uses keys, it becones
classified as soon as it is |loaded with the keys
and nust only be nade avail able or accessible to
aut hori zed users.

3. During this lesson, we will discuss and perform
installation, |oading, and rekeying of the KY-68,
and performa manual cooperative key transfer.

5M
BODY

NOTE: Show Slide 1.

150- 74G10/ Q01- LP5 2



1. Pur pose and use.

a. The KY-68 is used for encrypting/decrypting
voi ce traffic and provides secure digitized
data traffic when used with various devices.

b. Characteristics, capabilities, and features.
(1) Qperates as a full-duplex or half-duplex

voi ce/ data subscri ber term nal

(2) Handles 16 kil obits per second (kb/s) to
32 kb/s traffic.

(3) Provides secure and nonsecure access to
swi t ched net works.

(4) Can be operated with a comruni cati ons
security (COVBEC) parent or CQOVBEC
subordi nate switch

(5) Qperates froma common battery or |oca
power sour ce.

QUESTI ON What is the purpose of the DSVT TSEC KY- 68?
(ANS: The KY-68 is for encryption/decryption
voi ce traffic and provides secure digitized
data traffic when used with various devices.)

10M
2. Installation.

a. Connectivity.

(1) The KY-68 is used by a variety of
subscribers in a nultitude of
environments froma foxhole to setting at
a desk at a mmj or command headquarters.

(2) They can be directly connected to the
AN TYC 39A TRI - TAC switches via 26-pair
cabl e and a J-1077, a renote nultipl exer
Conbi ner (RMC) TD- 1234, or a renote | oop
group multiplexer (RRGY) TD 1233 (P).

NOTE: Show Slides 2 and 3. (RMC and RLGV)

150- 74G10/ Q01- LP5



NOTES:

NOTE:
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(3) They can also be renotely connected to
the previously nentioned equi pnent, via a
transm ssi on system such as digital group
mul tipl exer (DGV) radio, tactical
satellite (TACSAT), or TROPOSCATTER

(4) Regardless of the nmethod used to get the
voi ce path to the phone, the KY-68 w ||
ultimately be connected using four wres
bet ween the term nating equi pnent and t he
back of the KY-68.

Progr anm ng.

(1) As with any of the other types of
t el ephone equi pnrent you have been
introduced to in previous |essons, the
KY-68 nust be added to the database to
function followi ng the sane procedures
you have already | earned with one m nor
exception.

(2) Because of the use of keys, care nust be
taken to check the profile being used for
t he subscri ber and ensure that the
subscri ber has been provided with the
appropri ate key.

AN TTC- 39A switch operators will al so have to
make the necessary assignnments to match the
key locations to the appropriate subscri ber

di rectory nunbers.

Show Slide 4. (Back of KY-68.)
I nstal | ati on.

(1) Determne which pair of the four wres
are going to be used for the transmt
(XMT) and which is the receive (RQV)

(2) Connect the XMI pair to the BLK (XM)
connectors and RCV pair to the RED (RCV)
connect ors.

Caution nust be exercised as there is a
difference in the potential of 56 VDC at 300
MA on the receive pair



NOTES:
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(3) Wen the KY-68 is nmounted in the nessage
switch, power is supplied through an
ext ernal power connector fromthe 28-volt
DC bus of the switch, and not the XMI and
RCV pair.

(4) An external power supply, the HYP-71, may
al so be used to supply power for the DSVT
when no other source is available. This
could occur if the DSVT is at the end of
aradio link and there is no digital
group mul tiplexer (DAY equipnent to
supply the power.

(5) Sole User Mde.

In this configuration, two KY-68s
may be connected point-to-point.

1. The XMI' and RCV pairs nust be
transposed at one end.
2. The sanme keys | oaded into the
B respective LDU and LDX
| ocations of both phones.
3. Power must be supplied by an

ext ernal source.
4. When goi ng OFF- HOOK, ri ngback
wi || be heard.

Transferring key to subscriber equi pnent.

(1) The correspondi ng key nust be w t hdrawn
fromthe HUS of the HGX-83 (A) and stored
inafill device for transport to the
| ocation of the DSVT.

Whenever providing keys for subscribers, it is
i nperative that one of the REA, R or NBRT
versions of the X-TEK is issued in addition to
the UUKEK to all ow the subscriber to reenter
the net if a net rekey has been perforned.

Show Sl i de 5.

Automatic Key Distribution Center
Rekeying Control Unit (AKDC).



NOTE:

NOTE:

Question:
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(2) Transfer a key fromthe HUS to the fill
devi ce using the foll ow ng procedures:

A check of the location can be perforned to
ensure that a previously used key i s not
overwitten by setting the MODE switch to OFF
CHECK and pressing the | NI TI ATE pushbutton.

If the red PARITY I NDICATOR | ight-emtting

di ode (LED) flashes, a key exists in that

| ocati on.

(a) Set the ADDRESS select (FILL) switch
of the fill device to the position
that the key is to be transferred
i nto.

(b) Connect the fill device with a fill
cable to the fill port of the AKDC

(c) Using the thunbwheel s of the HGX-83
(A), dial a command "OB7", HUS to
fill device.

(d) Turn the FUNCTI ON knob of the AKDC
to CWVD.

(e) Push the START pushbutton on the
AKDC and observe "57" in the DI SPLAY
wi ndow.

(f) Dal the storage |ocation of the key
usi ng t he thunbwheel s.

(g) Turn the FUNCTI ON knob of the AKDC

to ADRS A
When perform ng the next step, you MJST press
the I NI TI ATE button on the fill device within
7 seconds.

(h) Press and rel ease the START button.
(i) Press the INITIATE pushbutton on the
fill device and observe that the

PARI TY | NDI CATCR fl ashes indicating
a successful transfer.

(j) Turn the MODE switch to OFF and
renove the fill cable fromthe AKDC

When you transfer the key to subscri ber

equi pnent, where do you obtain the key fronf
(ANS: The correspondi ng key nust be w t hdrawn
fromthe HUS of the HGX-83 and stored in a
fill device for transport to the |ocation of

t he DSVT.)

6



3. Loading, initializing, and operating the DSVT.

a.

NOTE:

NOTE:

NOTES:

NOTE:
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Loadi ng key.
Show Slide 6. (KYK-13)

(1) Wth the fill device in the OFF position,
connect the fill device with cable to the
KY-68s fill connector.

(2) Set the ADDRESS select (FILL) swtch of
fill device to the position of the key to
be | oaded into the equi pnent (U KEK).

A check of the location may be perforned to
ensure that a good key is in the |ocation.

(3) Set the MODE switch in the ON position.
DO NOT press the I NI TI ATE button.
Reshow Slide 1. (KY-68)

(4) Set the KY-68 FUNCTION SEL switch to the
LDU posi tion.
(5) (Qbserve the follow ng:

(a) RINGBUSY indicator lites.
(b) NSWindicator lites.

(6) Move the KY-68 spring | oaded VAR STOR
swtch to LOAD and hold. The annunci at or
W Il sound one PARI TY tone.

(7) Release the VAR STOR switch letting it
return to its normal (center) position
and a second PARITY tone will be heard
i ndicating a successful |oad of the U
KEK. You shoul d al so be able to observe
the PARITY indicator flash on the fill
devi ce.

If an | -second tone or no tone is heard, the
key has not been properly |oaded. Return the
FUNCTI ON SEL switch to DSBL and repeat the

| oadi ng procedure.



NOTE:
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(8)

(9)
(10)

(11)

(12)

Set the fill device ADDRESS sel ect (FILL)
swtch to the position where the X-TEK i s
st or ed.

Set the KY-68 FUNCTION SEL switch to the
LDX posi tion.

(oserve the foll ow ng:

(a) RINGBUSY indicator lites.
(b) NSWindicator lites.

Move the VAR STOR switch to LQAD and

hol d, the annunciator will sound one

PARI TY t one.

Rel ease the VAR STOR switch and let it
return to its center position. The
annunciator will sound a second PARI TY
tone indicating a successful |oad of the
X-TEK.  You should also be able to
observe the PARITY indicator flash on the
fill device.

If an | -second tone or no tone is heard, the
key has not been properly |oaded. Return the
FUNCTI ON SEL switch to DSBL and repeat the

| oadi ng procedure.

(13)

(14)

Set the FUNCTION SEL switch to COP;
observe that the R NG BUSY and NSW
i ndi cators go CFF.

The KY-68 is now | oaded.

Initializing the KY-68.

(1)

(2)

(3)

Prior to using the DSVT, another factor
nmust be considered, if the phone is in
servi ce.

If the KY-68 is OOS, when the subscriber
goes OFF-HOXX for the first tine after

| oading, the initial synchronization
process fails and appears to be a bad

| oad or faulty KY-68.

If the KY-68 is | oaded properly with the
U KEK and the reentry key in the X-TEK
posi tions, when going OFF-HOXK for the
first time the follow ng should occur:
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(a)

(b)

(c)
(d)

(e)

A series of synchronization sounds
will be heard in the handset of the
KY- 68.

A mnimumof two LKG w |l be
required to allow for the
verification, synchronization and
rekeyi ng process to take pl ace.
Each DSVT will be rekeyed with its
current X-TEK

The two LKG BUSY lites can be
observed flashing in the swtch.
Upon successful rekeying of the
current X-TEK, the subscriber wll
recei ve a dialtone.

This process will take about 30
seconds, be patient.

Qperating under normal conditions.

(1)

Cal I'i ng nodes.

There are three calling nodes that
are utilized wth the KY-68: Secure,
secure using "S" or conpartnented
key, or nonsecure.

1. Secure.

a. Lift the handset and
ensure that the HOXK
switch is not | ocked
down. (Should normally
be unl ocked, | ocked
position is for use in
t he data node when a
handset is not required
or when using a headset).

b. After receiving dialtone,
dial the nunber as with
any other mlitary phone.

c. The call will be placed

to anot her secure DSVT or
MSRT and a secure
connection wll be nade

t hr ough t he net work.



NOTE:

NOTE:
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Once the connection is
made, the LKGs will drop
out of the connection and
t he DSVT/ MSRTs wi | |
secure the call end-to-
end.

2. Secure using "S" or
conpartnment ed key.
Bot h DSVTs nust have a fill device that

contains the same "S' key.

a.

Establish a normal secure
call.

Before |l oading the "S' key, both DSVTs nust be
in secure end-to-end traffic.

10

b.

1o

I

Q|+

1=

Verify that the FUNCTI ON
SEL switch is in the OP
posi ti on.

After all users agree to
use the "S' key, each
must connect a fill
device to their end and
set the MODE switch to
ON.

Set ADDRESS sel ector
(FILL) switch to the "S"
key | ocati on.

Press and hold the "R
key on the KY-68s keypad,
then press and rel ease

t he PUSH TO TALK swi tch
on the handset.

Rel ease the "R' key.

Al'l users now i nform each
ot her that they are now
ready to load the "S'
key.

Al'l users simultaneously
nmove the FUNCTI ON SEL
switch to the SVAR
position and then back to
the OP position to | oad
the "S' key. The switch



NOTE:

NOTE:
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is spring | oaded and wil |
return automatically.
(bserve that the RING
BUSY indicator lites and
that the NSWi ndi cat or
lites.

Move the KY-68 VAR STOR
switch to LOAD and hol d.
The annunci ator w ||
sound a PARI TY tone.

Rel ease the KY-68 VAR
STOR switch and let it
return to its normal
(center) position. The
annunci ator will sound
again indicating a
successful | oad of the
"S" key.

Unl ess all users have the proper "S" key
| oaded, NO user can communicate in the "S' key

nmode.

Al users nust now set
their fill device MODE
switch to OFF/ CK and
di sconnect the fill
devi ce fromthe KY-68.

The "S" key is not stored by the battery in

the KY-68 and will

be erased if power is |ost

to the phone during the call.

3. Zer oi zi ng.

a.

11

Whenever you are done
with your m ssion or you
must | eave t he KY-68
unattended, it nust be
Zer oi zed.

To zeroi ze or erase the
stored keys, sinply raise
t he VAR STOR switch
slightly and nove the
ZERO (left) position.



d. Qper ati ng under energency conditions.

(1) Should the KY-68 becone zeroized
accidentally or during an overrun
situation, energency access to the switch
is possible using the follow ng
pr ocedur e:

(a) Place the HOOKSW TCH i n t he OFF- HOOK
(mddle) position. After 10
seconds, the termnal wll
automatically go into the EMERGENCY
ACCESS node and you will hear the
Plain Text Alert tone. (bserve the
RI NG BUSY and NSWi ndicators lite.

(b) You nmay al so gai n energency access
by pressing the "O' button on the
keypad as soon as you go OFF- HOOK

(2) If the KY-68 contains key, but energency
access is desired, gain access by
pressing and holding the "O' button on
t he keypad PRI OR to goi ng OFF- HOOK.

NOTE: Al'l energency access calls will be in the
PLAI N- TEXT node (nonsecure). CAUTI ON nust be
exercised as to the type of information
transmtted over the DSVT

QUESTI ON: W1l emergency access calls be in plain text
node? (ANS: Al energency access calls wll
be in plain-text node (nonsecure).)

4. Rekeyi ng t he DSVT.

a. Perform ng a periodic COVBEC net rekey is
requi red, as has been discussed in a previous
| esson, to prevent possible conprom ses from
occurring.

b. The procedure is perforned using the Assign
Net Rekey command (ANR) and is nonitored or
verified with the Assign Variable Location
(AVL) command.

150- 74G10/ Q01- LP5 12



QUESTI ON:

Up to 15 COVBEC nets of the sanme type can be
automatically rekeyed using this comrand.

The process obtains a new X key fromthe KG
83, downloads it into a storage location in
the HUS, extracts a copy of it and transfers
it to an LKG where it is sent the DSVI. Wen
received at the DSVT, the new X-TEK i s
overwitten into the DSVT's LDX position.

Wiy is a period COVBEC net rekey required?
(ANS: A period COVSEC net rekey is required
to prevent possible conprom se from
occurring.)

3. Manual cooperative key transfer.

a.

NOTE:

150- 74G10/ Q01- LP5

This procedure is used to electronically
transfer keys fromthe controlling swtch
operator's KYX-15A net control device (NCD) to
the receiving switch operator's NCD via KY-
68s.

Show Slide 7. (KYX-15A)

Cooper ati ng KG 84A/ KYX-15A pairs can al so be
used for this procedure, if necessary.

Transfer procedure.

(1) Each switch operator nust have the sane
pair-wise URV (KEK) stored in their KYX-
| 5A

(2) The transmtting KY-68 nust have the key
to be transferred stored in their KYX-
| 5A

(3) Qperator actions are as foll ows:

(a) Establish secure end-to-end
conmuni cati ons.

(b) The transmtting KY-68 operator nust
informthe receiving KY-68 operator
of the intent to performthe key
transfer.

(c) Both KY-68 operators connect their
KYX-15As to the DSVTs fill connector
using a fill cable.

13
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(d)

(e)

(f)

(9)

The transmtting KY-68 operator sets
t he ADDRESS sel ect switch of the key
to be transferred to ON

1. Next, nove the MODE switch on

B the KYX-15A to LD, all other
swi tches shoul d be OFF.

2. Move the VAR STORAGE switch on
the KY-68 to the LQOAD position
and rel ease.

3. Two parity tones will be heard
and the PARITY lite on the KYX-
| 5A fl ashes.

The transmtting KY-68 operator then
sets the ADDRESS sel ect switch of
their KYX-I5A's URV |location to the
ON posi tion.

1. Next, place the MIDE switch on
B the KYX I 5A in the MK (nmanual
keyi ng) position.
2. Al'l other address sel ect
sw tches shoul d be CFF.

The recei ving KY-68 operator sets
t he ADDRESS sel ect switch of the
KYX-15A for the URV to the ON
posi ti on.

1. Next, place the MODE switch on
the KYX-15A to the LD position.

2. Move the VAR STORAGE switch on
the KY-68 to LQOAD position.
3. Two parity tones should be

heard and the PARITY lite on
t he KYX-15A shoul d fl ash.

The recei ving KY-68 operator selects
the location for the key to be

recei ved by setting the designated
ADDRESS sel ect switch to ON

1. The sel ected | ocation should be
zeroi zed prior to selection.

14



QUESTI O\

1H 30M
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(h)

(i)

(i)

I

Al'l other key locations should
be OFF.

Next, place the MXDE swi tch on
the KYX-15A to the RV (receive
key) position and push the MODE
| NI TI ATE button on the KYX-15A
The transmtting KY-68 receives
static in the earpiece and

voi ce communi cations is
tenmporarily broken.

I8

I

The transmtting KY-68 operator,
upon hearing the static, pushes the
MODE | NI TI ATE button on the KYX-15A

1. After a slight delay, the red
PARITY lite on the KYX-15A
fl ashes.

2. Next, place the MODE sel ector
switch on the KYX-15A to
CFF/ CK.

3. Comuni cati ons shoul d be
reest abl i shed.

After noting the PARITY light flash
on the KYX-15A the receiving KY-68
operator does the foll ow ng:

Pl aces the MODE sel ector sw tch
on the KYX-15A to OFF/ CK

2. Presses the MODE | NI Tl ATE
button on the KYX-15A
3. The PARITY lite should flash

again, indicating a successful
transfer.

After conpleting the transfer(s),
ensure that the KYX-15As are in the
CFF/ CK position and renpove them from
bot h KY- 68s.

What is the Manual Cooperative Key Transfer
used for? (ANS: The Manual Cooperative Key
Transfer is used to electronically transfer
keys fromthe controlling switch operator’s
KYX- 15A Net Control Device (NCD) to the
receiving M5 switch operator's NCD via KY-68s.

15



4. Denonstrati on.
a. Denonstrate installing a KY-68.

b. Loadi ng Key into a KY-68.

C. Pl ace a secure call using a KY-68
2H
5. Practical exercise.
NOTES: During the practical exercise, observe the

students on their ability to performthe
| earni ng obj ective; coach, if necessary.

Have two students work together on equi pnent
during the practical exercise. Students
awai ti ng or having conpl eted hands-on training
will review their notes.

a. Expl anation to students.

(1) During this practical exercise, you wll
performthe foll ow ng tasks:

(a) Install a KY-68.
(b) Load key into a KY-68.
(c) Place a secure call using a KY-68.

(2) Wen you feel confident that you can
correctly install, |oad, and place a
secure call using a KY-68 (DSVT) within
30 mnutes. Ask one of your instructors
to eval uate your perfornmance.

(3) If it is not clear what you are required
to do, ask your instructor for
clarification.

b. Application to students.

(1) Proceed to the training area when
directed by your instructor.

(2) Performthe steps as they are sequenced
in the application portion of the
practical exercise.

150- 74G10/ Q01- LP5 16



(3) You will use your TMs to perform each
i ndi vi dual st ep.

Eval uation. Evaluate each student's ability
to correctly install, |load, and place a secure
call using the KY-68 DSVT within 30 m nutes.

5H 55M

SUWARY
During this | esson, you were provided an
opportunity to install, |oad, and operate a KY-68.
Al'l of these things nmust be second nature to a 74G
and wll be a large part of your daily routine in
the field.

6H

END

Thi s docunment supports Task Nunber 113-603-3205.

150- 74G10/ Q01- LP5
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LESSON PLAN

TI TLE: Trunk Encryption Device
LEARNI NG
OBJECTI VE: Act i on: The student will patch or configure
a TED for operation, performa
cold-start initialization, change
vari abl e and | ocal update of the
KG 94 TED.
Condi ti ons: The student will be given an
operational ANNTYC-39A with a
popul at ed communi cati ons security
(COMSEC) rack and TM 11-5805-790-12
series (39A) and TM 11-5810-361-10.
St andar ds: Acceptabl e performance in Part One
i s achi eved when the student
correctly perforns a cold-start
initialization, change variable and
| ocal update of the KG94 within
45 m nutes. Acceptabl e perfornmance
in Part Two is achieved when the
student correctly answers 14 of 20
witten questions in 1 hour.
SAFETY
CONSI DERATI ONS: There are no safety considerations for this
| esson.
Rl SK
ASSESSIVENT: Low.
RESOURCE
NEEDS/
REFERENCES: AN/ TYC-39A with a popul ated conmuni cati ons
security (COMSEC) rack, TM 11-5805-790-12 series
(39A), TM 11-5810-361-10.series, overhead
projector, slides 1-2, fill device with cable, and
KAO-193A (O .
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METHODS OF
| NSTRUCTI ON:

Conf erence, Denonstration, Practical Exerci se.

TI ME: 4 Hours

NOTES TO | NSTRUCTOR:

1
2.
3.
4.
5.
| NTRODUCTI ON:
El apsed 1.
Ti me
2.
3.
2M
BODY:

Ensure all required TMs are available prior to
cl ass.

Ensure the students observe proper safety
precauti ons.

Ensure that a mninumof two TEDs are available in
the switch.

Ensure that all necessary patch cords and/or CX-
I'1 230 cable are on-hand to patch the two TEDs
back-to-back if only one switch is avail abl e.

The reduction in tine reflects the reduced student
input for RC classes and is to be taken from PE
time.

During previous classes, you were introduced to

t he various conponents that are involved with the
encryption and decryption of individual subscriber
voi ce and data traffic.

This lesson will focus on the piece of equipnent
that the switch uses to encrypt/decrypt all of the
i nformati on passed over a digital transm ssion
group (DTG in bulk. This formof encryption is
commonly known as "bul k" encryption.

Because the TYC-39A and famly of switches rely on
their ability to provide secure conmunications for
their subscribers, it is inperative that you have
a thorough understanding of how to use the trunk
encryption devices (TEDs).

150- 74G10/ C01- LP6 2



1. Connectivity.

a.

NOTE:

QUESTI ON:

22M
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Message switch (M5) AN TYC- 39A.

(1)

(2)

In MS applications, the TEDs are
dedicated to the tine division interface
group (TDIG that is on-line.

(a) The M5 has two redundant TDI Gs,
only one of which is on-line at a
tinme.

(b) Athird TED is located in the HG-
83 which is present only as a spare
shoul d either of the dedicated TEDs
becones i noperabl e.

The TED 3 nust be physically
renmoved fromits storage slot
and installed into the
requi red TED position.

Usi ng patching techni ques, TED 1 could
be substituted for TED 2 or visa versa
shoul d one of those slots becone

def ecti ve.

Net wor k Appl i cati ons.

(1)

Show
(2)

VWhat

The basic rule for trunk encryption is
that an even nunber of TEDs nust be
utilized in a transm ssion path, end-to-
end.

Slide 1 (TED Network Configurations).
The TEDs may be housed in the switch, or
in an i nmedi ate adj acent radio term nal,
but must be sonewhere at the begi nning
and end of the transm ssion path.

pur pose does patching a TED serve when

it can be utilized w thout any patches?

( ANS:

Al ows the operator the ability to

patch around faulty equi pnent or DTGs which
are not hardwired for TEDs.)



2. Col d start procedures.

NOTE:

a.

NOTES:

NOTE:

150- 74G10/ C01- LP6

Show Slide 2. (TED Facepl ate.)
Power initialization

When initializing a TED fromthe powered
down (cold start) state, certain steps
nmust be perforned in a specified order.

Refer students to TM 11-5810-361-10, para 2-
7.

Those itens |isted bel ow assune that proper
preventive mai ntenance checks and services
(PMCS) has been perforned and the TEDs are
functioning properly.

(1) Zeroize the TED by placing the
PONER swi tch to the ZERO ZE/ OFF
posi tion.

(2) Ensure that a fill battery is
installed and the date is current
(within 180 days).

(3) Set PONER switch to ON. The UPDATE
counter should read "OO' and the
PONER ON (green) and ALARM (red)
lights should be on.

Refer students to para 2-8.
Load the KG 94 with a key.
(1) Using a fill cable, connect a fill

device to the KG94 that contains the
proper TED key.

(2) Ensure the fill device is ON and the
ADDRESS SELECT switch is in the proper
posi tion.

(3) Turn the KG 94s FUNCTI ON SELECT swi tch
to LOAD.

(4) Press the ACTUATE button nonentarily.
The PARITY light should light indicating
a successful load. The ALARM and POAER
ON |ights should stay ON



NOTE: The ALARM | ight stays ON until the TED
obt ai ns synchroni zation with another TED or
itself when in | oopback.

(5) Returning the FUNCTI ON SELECT switch to
the LAVP TEST position after any
operation assures that an acci dental
push of the ACTUATE button will cause no
unwant ed resul ts.

(6) It has becone a field standard to
i mredi ately perform a Change Key
operation prior to passing traffic.

C. Perform a Change Key operation.

NOTE: This must be perforned at BOTH ends of the
syst em

(1) Once the TEDs are properly |loaded with
key, the follow ng steps nust be
performed to achi eve synchroni zati on and
ensure a secure path for comuni cati ons.

(a) Turn the FUNCTION SELECT switch to
CHNG KEY and nmonmentarily press the
ACTUATE but t on.

(b) When the local TED is connected in-
systemto another TED (or in
| oopback) which is | oaded with the
sane key, the follow ng occurs:

1. The PARITY |ight goes out.

2. The ALARM | ight goes out.

3. The nunber "OI" appears in the
UPDATE wi ndow.

4. The RESYNC light lights to
i ndi cate TEDs are in-sync end-
t 0- end.

5. The FULL OPR light lights to

indicate the TED i s
oper ati onal .

(2) If the Change Key operation was

unsuccessful, only the PAR ON and OLD
KEY lights will be on and the UPDATE

150- 74G10/ C01- LP6 5



150- 74G10/ C01- LP6

wi ndow wi | I be blank or not have
advanced. If this occurs, performthe
foll ow ng steps:

(3)

a. The initiator of the CHNG KEY

B shoul d turn the FUNCTI ON
SELECT switch to RESTART and
press the ACTUATE butt on.

Only the PAR ON and OLD KEY
lights should be on.

The ot her end should turn
their TED s FUNCTI ON SELECT
switch to RESTART and press
t he ACTUATE butt on.

I

(1) The path should be
restored using the old
TEK.

(2) The PWR ON, RESYNC, and
OLD KEY lights shoul d be
on.

[O

Repeat the updating procedure,
if it fails again and you are
sure that all steps were
performed correctly, replace
t he TEDs.

A Change Key operation is also
performed at the end of each 24-
hour period to ensure conti nued
conmmuni cati ons.

a. Each tinme it is perforned, the

B nunber in the UPDATE wi ndow is
advanced by O01.

b. The controlling switch wll

B performthe 24-hour periodic
oper ati ons.

C. Wien initiated at the
controlling swtch, the
di stant end KG 94 acts as a



QUESTI ONS:

42M

3. Local

NOTE:

a.

150- 74G10/ C01- LP6

remote unit and "foll ows" the
actions of the initiating unit
(this can be observed during

t he denonstration).

Alimt of 45 change key
operations are authorized
for each seed key.

VWhat is the recoomended life of the fil
battery? (ANS: 180 days.)

What nunber should be in the UPDATE w ndow

i mredi ately after conpleting the cold start

procedures and before passing traffic? (ANS:
"0l")

updat es.
Ref er students to para 2-14.

Local updates are perforned under two

ci rcunst ances, when replacing a faulty TED or
when the TED at one end of the system has
been accidental ly zeroi zed.

The procedure allows one of the TEDs to
"update" itself to the state (level) of the
functioni ng TED.

The operator perform ng the |ocal update nust
contact the other end and obtain the nunber
in the UPDATE wi ndow of the "nornmal" TED.

Upon verification of the nunber and the seed
key used at the beginning of this sequence,
the foll ow ng steps nust be perforned:

(1) Place the PONER switch in the ON
position, the PAR ON and ALARM | ights
shoul d |ight.

(2) Load the KG94 with the original seed
TEK used for the current sequence of
Change Key operations.



(3) Set the FUNCTI ON SELECT switch to the
LCL UPDATE position.

(4) Press the ACTUATE button the anmount of
tinmes required to advance the nunber in
t he UPDATE wi ndow until equal to that of
the functional TED

(5) \When both TEDs have the sane nunber
showi ng in the UPDATE w ndow, the RESYNC
and FULL OPR lights should Iight and
communi cati ons restored.

QUESTI ONS: Wien is a | ocal update perfornmed? (ANS :
When replacing a faulty TED or when a TED has
been accidentally zeroized.)

VWhat is the primary difference between a
Change Key operation and a | ocal update
operation? (ANS: Change key creates a new
permutation of the seed key on a periodic
basis vs | ocal update which brings one TED in
a systemup to the pernutation | evel of the
operational TED.)

50M
4. Loss of synchronizati on.

a. Loss of synchroni zati on between TEDs in a
network soneti mes occurs when the
transm ssion system encounters a | oss of
signal for various reasons.

b. The TEDs may regain synchroni zati on w thout
intervention. If they do not, follow simlar
procedures that were used in the initial
Change Key operati on:

(1) The operator at one end of the path
shoul d turn the FUNCTI ON SELECT swi tch
to RESTART and press the ACTUATE butt on.

(a) The PWR ON, RESYNC, and FULL OPR
lights should be on.

(b) If this is unsuccessful, have the
ot her end operator do the sane
pr ocedure.
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(2) The other end should turn their TED s
FUNCTI ON SELECT switch to RESTART and
press the ACTUATE butt on.

(a) The path should be restored.
(b) The PWR ON, RESYNC, and FULL OPR
lights should be on.

(3) This procedure has been referred to in
the field as "bunpi ng" the TEDs.

(4) If this fails, ensure that the sane TEK
has been | oaded into both TEDs and that
both are on the sanme update (sane nunber
appears in the UPDATE w ndow) .

(5 As the final resort, change the TEDs.

1H
5. Denonstrati on.
a. Denmonstrate initializing a KG 94.
b. Loadi ng key into a KG 94.
C. Perform ng key change.
d. Perform ng | ocal update.
1H 30M
6. Practical exerci se.

NOTES:. During the practical exercise, observe the
students on their ability to performthe
| earni ng obj ective; coach, if necessary.

Have two students work together on equi pnent
during the practical exercise. Those students
waiting their turnin the lab will answer
witten questions in Part Two of the
practical exercise.

a. Expl anation to students.

(1) During this practical exercise, you wll
performthe foll ow ng tasks:

150- 74G10/ C01- LP6 9



Denmonstrate initializing a KG 94.
Loadi ng key into a KG 94.
Perform ng key change.

Perform ng | ocal update.

eooe

(2) Wen you feel confident that you can
correctly initialize, |oad, performkey
change, and performlocal update to the
KG 94 (TED) within 45 mnutes. Ask one
of your instructors to eval uate your
per f or mance.

(3) If it is not clear what you are required
to do, ask your instructor for
clarification.

b. Application to students.

(1) Proceed to the training area when
directed by your instructor.

(2) Performthe steps as they are sequenced
in the application portion of the
practical exercise.

(3) You will use your TMs to perform each
i ndi vi dual st ep.

C. Eval uation. Evaluate each student's ability
to correctly initialize, |oad, performkey
change, and performlocal update to the KG 94
(TED) within 45 m nutes.

3H 58M

SUMVARY
During this |l esson, you had an opportunity to
patch or configure a TED and prepare it for
operation in a new or existing network. You also
were introduced to techniques used in the field to
restore synchroni zation of the TEDs in an existing
system This information wll enhance your
ability to performyour daily duties in the field.

4 H

END

Thi s docunent supports Task Nunber 113-603-3205.
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